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1. Introduction

The purpose of this document is to provide a reparhow ethical and privacy
issues are being built into the ACTIBIO technolodye aim of ACTIBIO, as
described on the project websijtés to research and develop a completely new
concept in biometric authentication, i.e., the a&stion of biometric signatures
based on the response of the user to specific ktinile performing specific
work-related activities. The project has now baeprogress for almost two years
and the research and development phases are miogregll. In order to assess
the effectiveness of the technology being creatad,to understand the likelihood
of such technology being of real use in high ségunfrastructures, a number of
Pilot tests will be performed in the next phasehef project. These Pilots will be
carried out in settings mimicking the proposed-tgalinfrastructures wherein the
technology is intended to be used. Thus the deeedlg@nsor networks will be
fully integrated within unobtrusive Ambient Intgjénce infrastructures of three
kinds; 1) a fixed workspace, 2) an office/laborgt@®) a car (driver pilot).

As it has been previously noted within the ethmadl social work package, the
notion of ‘biometrics’ as a method for authentioatican be provocative of quite
emotive and fearful responses from the generaligfublOne way to go about

alleviating such fears is through visibly taking thie responsibility of developing

systems such as ACTIBIO in an ethical and soceglysitive manner. The ethical
guidelines which were developed in an earlier pledgbe project were intended
to provide vital guidance in this area. As the pcbjnow enters the Pilot phase,
the guidelines will become an even more vital reseu

The Pilots will incorporate behavioural, electropimjogical and soft biometrics
into multimodal systems within three high secuiitjrastructure scenarios, as
mentioned above.

In this document, we will consider the ethical s ACTIBIO and then look at
the specific Pilot scenarios that will be used he froject (detailed technical
descriptions of these can be found in milestonaritdeliverable D7.1). We will
assess the specific risks that each scenario magde as a result of the biometrics
involved in the different scenarios, and will loak how the guidance in the
Ethical Manual can be specifically mapped on tcheafcthese in order to ensure
that the Pilots progress in a responsible and #&abkp manner. As well as
assessing the impact of the Ethical Guidelinespteneb will also provide details
on some of the technological aspects built into dxgtem to ensure security of
data. The document will show that combination difiagl considerations and
security enhancing technology both contribute teueing that privacy and ethical
issues are successfully built into the ACTIBIO syst

! http://www.actibio.eu
2 See the deliverable D8.2 for a report on Public®gtions of these technologies.
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2. Ethical Issues Raised by the ACTIBIO Pilots

As detailed extensively in the ACTIBIO Ethical Maii and the

‘Comprehensive Report on Ethical, Legal and Privdgsues Raised by the
ACTIBIO Technologies', biometric technologies such as those being deeelo
for the ACTIBIO system present certain ethical siskVithin the Pilots being
carried out, a number of different biometrics wik used. The table below
indicates which biometrics will be used for eaclotPscenario and what ethical
issues each may raise (explained further in se@ibrbelow).

Table 1 — Ethical Issues Raised by ACTIBIO

BIOMETRICS TO WHICH PILOT? ETHICAL ISSUES
BE USED

Potential for obtaining personal
information (e.g. religious beliefs,

. . Driver : ) .
Soft biometrics : cultural identity etc) which could be
(facial) g';;?d /VLVOt:kSpace (seate used for discrimination purposes.
ice/Laboratory Potential to detect medical
information.
Potential to detect information on
Dynamic facial Driver emotional states.
expressions Fixed Workspace (seatedpPotential to detect medical
information.
Potential to detect medical findings,
. Driver e.g. neurological conditions (such as
ACt;)Vc;g_regfudr;nd Fixed Workspace (seate! certain movement disorders),
Y9 Office/Laboratory psychological or physiological
abnormalities.
Potential to detect medical findings,
e.g.

e Psychiatric conditions (e.g.
dissociative disorders, acute
anxiety/panic, major
depression)

Gait Office/Laboratory * Neurological conditions
(e.g. movement disorders)

e Musculo-skeletal and
articulation disorders (e.g.
foot and ankle disorders,
joint disorders)

Anthropometrics Driver Potential for covert use.
(sensing seat) Fixed Workspace (seate!
Potential for basic emotion detection.
. . Driver Potential for obtaining information
Elec'g(é;g]yéglé;)glcal Fixed Workspace (seatedpn mental states such as tiredness.
( ’ ) Office/Laboratory Intrusion of privacy and body

integrity.

% ActiBio Ethical Manual, Deliverable D8.1 of the #io project.
* Comprehensive Report on Ethical, Legal and Pritasyes Raised by the ActiBio Technologies,
Deliverable D8.3 of the ActiBio project.
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2.1Explanation of Ethical Issues

The ethical issues mentioned in the table aboveldvbe enough to prevent
systems such as ACTIBIO from being accepted forifugey were not taken into
account. Here we take each of the mentioned etlgsaks and explain what we
mean by it, as well as the likelihood of it beingenuine problem.

1. Potential for obtaining personal information (e.g. religious beliefs,
cultural identity etc) which could be used for discrimination purposes.

Soft biometrics has the potential to capture adagount of information about a
person from how they look. For instance, certaidigi@ns involve the
maintenance of distinctive hair styles (e.g. Hasidudaism). Although soft
biometrics has the potential to detect this, w@th noting that current systems
such as passport photographs or passing througbck-point are just as capable
of obtaining this information. The main concerndenng biometrics different to
these regards the fact that data is captured gootestially storable which would
mean that it could be referred back to and usethstgan individual or group of
individuals. With stringent security settings irapé, this should not be a problem
however it demonstrates another reason to suppertmiportance of building
ethical and privacy issues into ACTIBIO.

2. Potential to detect medical findings, eg. psychological/psychiatric
conditions (e.g. dissociative disorders, acute anxiety/panic, major
depression), neurological conditions (e.g. movement disorders), or
physiological abnormalities including musculo-skeletal and articulation
disorders (e.g. foot and ankle disorders, joint disorders)

Utilizing dynamic biometrics means that informatisrobtained about the way an
individual moves — this may highlight movement afmnalities which could be
used to make assumptions about the likelihood ofndividual having certain
medical conditions. For instance, slow movement tn@&lpresence of a tremor
could imply Parkinson’s disease. Although there Mquotentially be some way
of using biometrics as a way of gathering this kfdinformation, it would
require a level of equipment that is greater thequired for mere authentication.
Medical diagnosis requires very precise and sthtiden art medical technology
and the sensors used in ACTIBIO will not be of tkired. Further to this, the data
used for authentication will not be available lapugh to be used for medical
purposes. However, the fact that there is a remossibility of future systems
being developed that would be capable of mediaadlirigs detection again
highlights the importance of building ethical andvacy considerations into the
system.

3. Potential to detect information on emotional states or mental states such
as tiredness.

Facial dynamics and electrophysiological signalsild¢opotentially disclose
information about the emotional or mental statesmfindividual (e.g. a frown

February 2010 7 CsscC
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could imply anger; an elevated heartbeat couldcatdi fear or excitement).
Systems which only obtain data relevant to autiation and which don't keep it
(such as ACTIBIO) should not result in problemsaamning this, however, there
is potential that in the future, the temptationdetect emotions could be very
strong amongst certain groups (e.g. in anti-tesrmrioperations — imagine the
emotional state of a would-be suicide bomber —dliete of this could be seen as
a useful tool). Thus, again it is clear that thesees should be addressed.

4. Potential for covert use.

Biometrics of the kind used in the ACTIBIO systeme adesigned to be

unobtrusive in order to enable workers to carryeir business without the need
to constantly interrupt what they are doing forhaumtication checks. Whilst this
is highly useful, it also presents the danger timatthe wrong hands, the

technology could be used to covertly monitor eme&sywithout their knowledge.

Thus it is vital that those using the syst&now that they are using it. To a
certain extent this is ensured by the necessith@individual’s engagement with
the enrolment process, but again, it might be Basn the future to enroll an

individual without their knowledge or consent (fexample by capturing

signatures as they go about their business). Asiom=ad above, there might also
be potential for using the system for purposesrati@n authentication, such as
monitoring. By building privacy and ethical issueso the system, this kind of

covert use can be avoided.

5. Intrusion of privacy and body integrity.

In general, biometric systems could be seen assiains on privacy and body
integrity as they capture all kinds of informatiapout an individual. This is a key
reason why those enrolled must fully understandsstiséem they are working with
and must have given their consent to using it. Tdaenot be ‘built into’ the

system in a typical/technological sense, but thedn®r responsible use and
gaining of consent can be built into the standaduirements for using the
system. In this way, the ‘system’ must be defitedinclude enrolment and
consent obtaining procedures.

February 2010 8 CsscC
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3. Overview of Pilot Scenarios

Before we discuss the way in which ethical andgmwissues have been built into
the ACTIBIO system in order to address the issuedined in the previous

chapter, the following section will provide ovemwige of each of the Pilot

scenarios, including a brief description of whas ilot will consist of — each

demonstrates feasible scenarios where continuoosbtwsive authentication

would be valuable in critical infrastructures ambws why the ACTIBIO system

is a necessary development in the security worddetailed overview of the

Pilots can be found in Milestone 20; ‘Draft PildaRs’.

3.1Fixed Workspace Pilot

The Fixed Workspace Pilot will take place in a cohtoom setting (a traffic

management centre) and will consist of the freeenmnt of an individual within

a fixed specific workstation at the Gotthard Stréetnel (GST), in Switzerland.
The control room of the GST is an important andiaai infrastructure — if

someone with malevolent intentions were to infikrat, the results could be
catastrophic. Thus it is certainly a critical atructure of the kind that would
make a good candidate for the ACTIBIO system.

The fixed workstation in the control room involvas employee being seated at a
desk in front of a panel of work-screens and ab guwill be suitable for use with
the following biometrics being developed for the ABIO system;

e Soft biometrics (facial)

e Dynamic biometrics e.g. facial expressions, bodyveneents/activity
related

e Anthropometrics — sensing seat
e Electrophysiological (EEG, ECG)

During the Fixed Workspace Pilot, a number of sdesawill be tested including,
“Shift Change” — This involves identification anditial authentication of the
individual when they first sit in the seat at therlstation on arriving to their shift
- and a number of “Alarm Receiving” scenarios whiokagine various events
occurring which would trigger an alarm on the monitg system which the Fixed
Workspace operator would have to respond to byngall relevant third party or
transmitting alarm and audio messages. The alecaiving scenarios include:

1. “Detection of Fire in the tunnel”
2. “Detection of an accident inside the tunnel”

3. “Detection of high Traffic flow”

February 2010 9 CsscC
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4. “Technical problem at the Ventilation system”

Some of the Alarm Receiving scenarios for the Fi¥éorkspace Pilot that will
take place in the Command and Control Center of B48etamorfossi, Greece,
include:

1. “Customer’s vehicle theft”

2. “Customer’s Fleet”

3. “Customer’s monitored journey”

4. “Abnormal mobile unit's behaviour”

5. “Special Alerts”

3.20ffice/Laboratory Pilot

The Office/Laboratory Pilot will take place in affice setting and will consist of
the free movement of an individual within a fixggesific workspace area at a
Command and Control Center in Metamorfossi, Gre&dee Pilot will be similar
to the Fixed Workspace one to a large extent, mliigein the fact that an
individual is able to move about the room ratheanthust sitting at one work
station. The following biometrics will be in use;

e Dynamic biometrics e.g. body movements/activitated
e Gait
e Soft biometrics (e.g. height)

For the Office/Laboratory Pilot, scenarios will inde, ‘entering the room’ and
‘shift change’ which will see the movement of eny@es and the handing over of
controls from one employee to another.

3.3Car/Driver Pilot

The Driver Pilot will be taking place in ThessakiniGreece and will involve a
research vehicle (Lancia Thesis, 2.4 Emblema) @gaipvith various Advanced
Driver Assistance Systems (sensors, cameras, rattdr, The ideology behind
the Driver Pilot is that it will test the potentiad the ACTIBIO system to be used
in vehicles demanding high levels of security, sastthose used in the transit of
dangerous goods. Within the Driver Pilot the falilog biometrics will be used;

e Dynamic biometrics e.g. facial expressions, bodyentents, activity
related

e Electrophysiological (EEG, ECG)

February 2010 10
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e Soft biometrics (facial)
e Anthropometrics (sensing seat)
The following scenarios will be tested in the Drivlot;

1. “Starting the vehicle”

- To authenticate the driver as they enter the velaold wait to
start the car. If authentication is not successhd,vehicle will
not start.

2. “Professional drivers’ security”

- This scenario will use continuous driver autheniica to
confirm that the correct driver is in place throagh the
journey and also to assess if the driver is belhrgatened in
some way (as demonstrable by abnormal behavioungbei
evident).

3. “Alarm on Purpose”

- This will assess the potential of the system tecdetpecifically
planned alarm messages given as certain grimadlesl oy the
driver to indicate that they are in trouble (foraeple, closing
one eye for a set amount of time which should &1ggn
alarm).

February 2010 11 CsscC
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Having looked in the previous chapter at the tHPdets that will be used in
ACTIBIO, we can see the various biometrics thatthtee will involve. From
chapter 2, we should also be able to better uratedsihe potential ethical issues
that each could rise. In this section, we drawhenguidance that was provided in
the Ethical Manual, and show how this is specificaklevant to each Pilot
scenario and whether it has adequately been aédresthe Pilot preparation.

4.1Guidance for Behavioural/Dynamic Biometrics

Figure 1 Guidance for Behavioural Biometrics (ACTIBIO Ethical Manual p. 103)

RELEVANT TO: All three Pilots

Fixed Workspace: Behavioural biometrics will beedisn relation to activities
performed in the Alarm Receiving scenarios (suchsasg the telephone).

Office/Laboratory Pilot: Behavioural biometrics Iwbe used to authenticate
subjects whilst they perform actions specific te Bilot such as pressing buttons
on a wall panel.

Driver Pilot: Behavioural Biometrics will be uséa monitor the ongoing actions
and behaviour of the driver in the vehicle.

All three Pilots adhere to the guidelines providethe manual as they are clearly
defined and clearly relevant to the aims of theotP# to perform continuous
authentication in a high security infrastructuraibf@cts will have explicitly
consented as this is a requirement of the Pildts. donsent forms for each Pilot
(Annexes 1-3) give details concerning data stoeagkthe right to withdrady

® Please note that the Consent Forms may underge $orther minor changes before being
distributed to participants if needed and thus \hesions given in the Annex may not be the
absolute, final versions.

February 2010 12 CsscC
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4.2Guidance for Soft Biometrics

As previously discussed, soft biometrics can paaént give away a lot of
information about an individual concerning personébrmation such as cultural
identity and religious beliefs amongst other thing$ey therefore have the
potential to be used as a means of discriminatgajnat certain individuals or
groups (thought the extent they can do this is @lmsly governed by the privacy
measures in place). In the Ethical Manual, a lasgetor was devoted to
discussion of issues relating to soft biometriekere we repeat the main guidance
provided.

& % "%

%

%

Figure 2 Guidance for Soft Biometrics (ACTIBIO Ethical Manual p. 108)

RELEVANT TO: All three Pilots

Soft biometrics is incorporated in all three of @€ TIBIO Pilots but their use has
been carefully guided by the recommendations otthécal Manual such that no
controversial soft biometrics will be included. iFfvas discussed during plenary
meetings of the project and also via e-mail withcauple of partners.
Furthermore, their inclusion is justified by thdeneance of the developed Pilot
scenarios which all relate to high security sitoigi

February 2010 13 CsscC
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4.3Guidance for Anthropometric Biometrics

Figure 3 Guidance for Anthropometric Biometrics (ACTIBIO Ethical Manual p.104)

RELEVANT TO: Fixed Seat and Driver Pilots

Anthropometric biometrics (the sensing seat) wallused in two of the Pilots and
their inclusion will be clearly stated on the camséorm to be signed by all
subjects taking part. Thus explicit consent comiogy the use of anthropometric
biometrics will have been obtained from all papamts to the relevant Pilots,
satisfying the recommendations made in the Manual.

4.4Guidance for Electrophysiological Biometrics

%

Figure 4 Guidance for Electrophysiological Biometris (ACTIBIO Ethical Manual p.107)
RELEVANT TO: Fixed Workspace and Driver Pilots

The incorporation of electrophysiological biomedrievithin these two Pilot
scenarios is justified given that the aim is ta tbe potential of the ACTIBIO
system to be used as a security system in critifastructures. Furthermore, all
participants in the Pilots will have given expliciinsent for ECG and EEG data
to be collected and will be aware of their right&icerning the use of the data as
set out in the consent form.

February 2010 14 CsscC
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4 5General Guidance on Video/Audio Sensors
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Figure 5 Guidance on Video/Audio Sensors (ACTIBIO Etical Manual p.103)
RELEVANT TO: All three Pilots

Video/audio sensors will be incorporated in the ABID system (and thus all
three Pilots) as a way of capturing the data necgg$sr authentication. Their use
will be mindful of the guidance set out in the mah(as above) and will be
clarified on the consent form which all subjectdl wign. During the Pilots, raw
data will be stored in a specific number of PCsvalidation of the performance
of the ACTIBIO modules (thus the procedure willféifslightly from what would
be done in a commercial system where performanka@atian and testing would
not be needed) however, after 2-3 days all raw datduding personal
information will be deleted and data will no londper available for anyone.

February 2010 15 CsscC
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4.6Summary

The guidelines concerning the various biometricdh¢oused within ACTIBIO
were set out early on in the project and includedhe Ethical Manual. An
overview of the specific scenarios that have bemreldped, and a look at which
biometrics these will include has enabled us to moap this guidance more
specifically and to show how it is relevant to ed&lot. It is key to note that
during development of the Pilot scenarios, ethicahsiderations were taken
seriously; as well as using the Manual as a reteredevelopers were able to
discuss their plans with the partner responsibleefthical supervision of the
project. Thus, all scenarios are respectful of Higical issues that have been
covered. As a further consideration, questionsawdl be distributed to each
Pilot site before and after the tests to assessrgeing ethical care being taken
in terms of building the guidelines into ACTIBIO ifAex 4).

February 2010 16
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e #

The concept of privacy by design, as indicatedhwydrticle 29 Working Party, is

not completely new to European data protection legigun. The data protection

directive recognizes the principle of confidentiaknd puts data controllers under
the obligation to implement the appropriate tecAhi@and organizational

measures The Directive also contains provisions on datacessing principles

such as lawfulness and fairness, purpose limitatielevance, accuracy, time
limit on storage and responsibility Recital 46, eventually, calls for the
implementation of “appropriate technical and orgational measures” both at the
stage of the design of the processing system artbdeatime of the processing
itself.

The problem, contends the Working party, is that@irective only promotes the
concept of privacy by design. Promotion, it sayas tproved insufficient to
embedding privacy in ICT. The non-implementationpoivacy settings in the
design and management of technology is problent&t@ause, as point out data
protection experts, “users of ICT services — bussn@ublic sector and certainly
individuals — are not in a position to take reldvaecurity measures by
themselves in order to protect their own or otherspns’ personal ddta The
challenge then, according to the Working Partytasconvert “the currently
punctual requirements into a broader and consigbeiniciple of privacy by
desigr?”. In its view the privacy by design principle shdwe binding both for
technology designers and producers as well asdta dontrollers who have to
decide on the acquisition and use of {TlIn this respect, the recommendations
of the Ethical Manual concerning the building ofiieal considerations into the
technology of ACTIBIO make sense.

The adoption of privacy enhancing technologies ($Ehould become a default
setting of ICT products and services, sanctionedhieylaw, and by taking these
issues seriously from the start, the develope®®@TFIBIO will demonstrate their
integrity in this respect. The processing of peasatata should, by design, be
engineered according to PET principles sucft as

- Data Minimization:
The processing of personal data should, by dedfignengineered towards the
minimization of the amount of data which need t@pbzcessed,;

- Controllability :

An IT system should provide the data subjects \wiflective means of control
concerning their personal data. The possibilitegarding consent and objection
could be supported by technological settings;

® Article 16 and article 17, Directive 95/46/EC

’ Article 6 Directive 95/46/EC.

8 Future of Privacy, para. 45.

iOFuture of Privacy, para. 46. See also next papdigoa transparency and accountability.
Ibid.

" bid., para 53.
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- Transparency.
Both developers and operators of IT systems haemsare that the data subjects
are sufficiently informed about the means of operatf the systems.

- User Friendly Systems

User interfaces can play a valuable role in asgjsiccasional users or non expert
users, such as many senior citizens, navigatingrigks posed by aggressive
spam, malware, phishing, requests for personalatgast free services etc....

- Data Confidentiality:
By design only authorised entities have accesgtsgmal data in IT systems;

- Data Quality:
Data controllers should support data quality bytecal means;

- Use Limitation:
IT systems should guarantee that data and processemg different tasks or
purposes can be segregated from each other irueeseay.

The aforementioned PET options are summarized beladve form of the PET
staircase of Figure'é

.
>

Anonymisation

Privacy

management system | - @ registration of

persanal data

- Destruction of

=
o

e

o

a

l_

w ¥

e Separation of - Privacy

u" Software persanal data

- Data ; .

...": G | PET - Privacy immediately after

£nera . .

o contrals - Splitting of identity U"_"ft'lt'E‘i' required processing
il domain and - Privacy rights

E - Encryption pseudo- managenment

-2 | . Biometrics identity domain

@ | - Quality Enhancing

E Technologies

Figure 6 PET staircase: the effectiveness of the diffent PET options

5.1Recommendations on PETs in ACTIBIO

In order to enhance the security of the systemrdagg the data being processed,
it is recommended that;

e Privacy Enhancing Technologies (PET) are built itlie design of the
ACTIBIO system.

2 Figure in compliance with the “Privacy Enhancingclinologies: White Paper for Decision
Makers”, (2004) Ministry of the Interior and KingaioRelations, the Netherlands.
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Those responsible for the technological implemératof security

protection issues in ACTIBIO consider which opticare feasible to be

used in the project and implement them accordingly.

e Itis suggested that these incorporate;

o Data minimization techniques

o Strong authentication and authorization strategies control
identity management

0 Separation of data such that personal data anckratithting data
do not appear together, via the use of pseudo-anisajion, or, if
appropriate, complete anonymisation.

o Use of a Privacy Management System.
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Whilst the Ethical Guidelines can go a long wayeimsuring that privacy and
rights are respected, technology obviously also &agsart to play. This is
particularly relevant in the implementation of apmiate PETs. This section
(contributed by Teletel) provides an overview oé ttechnological aspects of
privacy and rights protection of the subjects.

It should be stressed that the purpose of thisseid not to provide an overview
of the ACTIBIO system architecture, which is delsed in detail in deliverable
D6.1, but rather to emphasize on the offered featand technology incorporated
in a set of selected functional modules towards&dimg privacy and security into
the ACTIBIO system. It should be also noted that the sake of consistency, the
present section provides overview descriptions & tACTIBIO privacy
enhancing techniques and components that are dedan detail in deliverables
D6.2 and D6.3.

6.1Policy and privacy management techniques

The ACTIBIO policy management module allows thendtad representation,
management and enforcement of granular policiesgbeern the exposure and
manipulation of privacy-sensitive information. # based on the utilisation of an
open SOA (Service Oriented Architecture) approashwell as the development
of appropriate ontological models that allow thpresentation and enforcement
of authorisation policies.

The policy management module fulfils privacy pré@e requirements by
supporting PET Controls for access security throtdigh authentication and
authorization of users (e.g. system administratdrs)addition, the design and
implementation of this module fulfils PET requirem for Privacy Management
through the incorporation of an appropriate “priwamntology” that allows the
representation and automated enforcement of priveleyed policies.

In order to be future safe, we have designed twstaintes of the policy
management module that are based on the curremtiyntost widely-adopted
standards used for policy management applicatidhe first instance of the
policy management module is based on the use ofXthNEML (Extensible
Access Control Markup Language) standard by OASI8g#&nization for the
Advancement of Structured Information Standards$lijermhe second is based on
the use of the OWL (Web Ontology Language) standgrdVv3C (World Wide
Web Consortium). It should be stressed that the nvemlule instances support
identical functionality that fulfils the relevantGYIBIO requirements.

A generic API has been defined and implementedgusia WSDL (Web Services
Description Language) standard in order to pro@dmified integration interface
with both of the instances of the policy managenmendlule.
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Following a thorough examination of the availabfge-source implementations
regarding the XACML and OWL technologies and tovgandinimizing the risks
associated to the ACTIBIO development activitieshage selected to implement
the OWL-based instance of the policy managementutedaly using the Protégé-
OWL API and associated tools.

6.2Secure communications techniques

The ACTIBIO system incorporates secure communioatidechniques and
modules fulfilling requirements in relation to PETontrols providing
authentication, confidentiality and data integatyboth the application and sensor
layers.

6.2.1 Application-layer communications security

As far as the application layer is concerned, alnmunications between the
ACTIBIO central unit and the applications clientadaprocessing units are
protected over SSL (Secure Sockets Layer), whiobviges authentication,

confidentiality and data integrity for all transacts. The Transaction Gateway of
the central unit implements an SSL Server, whicbtepts connection requests
either from application clients or from the progegsunits. The SSL Server, the
application clients and the processing units hagdificates issued by the same or
trusted Certification Authorities, towards perfongi mutual authentication

between all transactions.

The communication interfaces are realised using@penSSL Project, which has
developed an Open Source toolkit implementing teeug Sockets Layer (SSL
v2/v3) and Transport Layer Security (TLS v1) pratiscas well as a full-strength
general purpose cryptography library. By using suah open source
implementation, high level of customisation wasiecbd based on the system
integration requirements, ensuring interoperabiliyd fulfilling all security
requirements at the same time.

Towards its integration within the system an Opdn@&apper and the associated
interfaces were developed within the project cauiidee OpenSSL Wrapper is
provided as a DLL (Dynamic Link Library) that cae binked with the ACTIBIO
application components. The OpenSSL Wrapper DLLo#gspa number of
functions that can be used from both client andveserapplication
implementations, in order to securely exchange daga IP links. The OpenSSL
Wrapper provides mutual authentication based or0X.Bertificates and data
encryption using Ephemeral 1024bit DH key exchangehe server
implementations based on the OpenSSL Wrapper afg-chient and support
concurrent connections.

6.2.2 Sensor-layer communications security
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As far as the sensor layer is concerned, we proffzsdollowing lightweight
security mechanism for wireless communications withited resources and
integration with the relative functions of the B&xSAPI. Towards fulfilling the
security requirements for data integrity, confidality and authentication we
propose the following:

e A keyed-Hash Message Authentication Code (HMAC)e HMAC scheme
utilizes the SHA-3 algorithm along with a secrey ke order to produce a
Hash-based Message Authentication Code to be apgema different
messages. The secret key is provided in advantte tcommunicating parties
and must be 128 bits. The HMAC output size is 2evy HMAC ensures
authentication and data integrity.

e AES-128 bit encryption ensuring confidentiality.

6.3Database security techniques

In addition to secure communications, privacy eeiranis also supported by the
ACTIBIO secure database layer. The protection @& #iored biometric data
against fraudulent attacks is secured and furtiibameced through the use of
efficient error correcting codes (ECCs) and speaily through the utilization of

the Low Density Parity Check (LDPC) code as welttss development of belief
propagation algorithms.

Taking into consideration that each user is deedrito the system by his/her
signature, which is no other than a number of btoimésature vectors (gait, face
dynamics, body & hand dynamics, EEG, etc.), thesrimdl security of the
algorithm has been even further improved by an ridineultiplexing” of the
incoming feature vectors. For instance, the deapdinthe face feature vector is
not possible, without the previous decoding ofdgh# feature vector.

The perturbations in the representation of the bioio features of the same user
in different times can be modelled using a noisgretel which corrupts the initial
signal. Contrary to the case of a client user, wagithe changes of the biometric
features exhibit smaller alterations, in case ofimpostor user the Signal-to-
Noise-Ratio (SNR) falls so low, that the decodiagmpossible. Moreover, any
potential attempt for acquiring the biometric datared in the database by an
intruder is meaningless, since he/she will onlyngaicess to useless information:
the syndrome bits, which cannot be used for thenstcuction of the original
biometric feature.

Last but not least, the importance of the correatl@tling of the noise introduced
by the transmission channel and the effective atgtion of the side information
for biometric recognition should be stressed our¢es the performance of the
system largely depended on them.
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6.4Techniques for achieving accountability and effective
anonymisation of the logged information

Accountability through the logging of events is kéy importance towards
building security and privacy protection in a bidmes authentication system
such as ACTIBIO. It should be stressed that the BIJD system ensures privacy
enhancement by making provisions for the effectarmnymisatioft of the
logged information.

Accountability in ACTIBIO is supported along thdléwing axes:

e At the application level which includes the diffeteevents that occurred
during the operation of the ACTIBIO system, i.ecassful authentication
events and authentication events. These eventsasseciated with an
(anonymised) User ID or Hash, the modalities inedlvthe associated
devices, the area in which the event occurred #isawé¢he date and time.

e At system administration level, which includes théerent actions made
during the configuration of the ACTIBIO system ogi@on including the
users who logged in the system, users added amnd dséted from the
system, device policies which were changed and afrse the action
requests, which were made by the users and thenaasults. For every
logged event, the associated date and time id@jged.

A “debug” portal that receives, stores and prestir@dogged events to the staff in
a user-friendly manner has been integrated in thieypmanagement module. A
Web Service is used for communicating to this congmb information including
the ID of the users associated to an event, asasethe type and description of
events.

13 Note that during ActiBio, one person will have @ss to the key to link personal data with
authentication data and thus anonymisation is pseménymisation as it could still be technically
possible to reverse the process and link the twooafedata. At the end of the project, this kel wi
be destroyed along with the data and no reversainohymisation procedures will be possible
from that time on. The person responsible forkeg will not disclose it to any third party and
will only utilize it if an express need for doing ée.g. a participant wishes to withdraw their §lata
arises.
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As it has been seen in previous deliverables ofthenan, Ethical, Social and
Regulatory Implications’ work package (WP8), systemising biometric
technologies raise a number of ethical issuesjcpéat concerning the issue of
privacy. For this reason it is vital that withiretACTIBIO project, such issues are
thoroughly addressed and that methods to ensuhestégdards are incorporated
within the developed system.

In this document we have shown how the Ethical &linds that were written
earlier on in the project have been mapped intodieelopment of the Pilot
scenarios. In particular, the various biometricen@paused within each scenario
have been identified and the relevant guideline teeen taken from the manual
and we have demonstrated how these have been amated together. For
example, concerning the soft biometrics to be usetlaboration between the
partners responsible for developing the soft biolweand performing the ethical
monitoring ensured that discussion took place comeg which ones were
acceptable to use. In this way, right from thenplag stage, ethical issues were
taken into consideration. This is a good exampleowv ethical issues have been
built into the ACTIBIO system.

Furthermore, the section on technological aspdutsvs how technology is also
being used to ensure that privacy is built into &€TIBIO system. By using
specific security techniques, the partner Teletetantributing to the building of
mechanisms that will ensure protection of the myvand dignity of any users of
the ACTIBIO system.

Thus this combination of ethical monitoring/guidangroviding and using

technological privacy/security enhancing methodgehansured that at both the
planning and development stages, ethical and priissues have been built into
the ACTIBIO technology. Work will now continue mthe Pilot phase to ensure
that the built-in mechanisms are appropriate angrtwvide further guidance

where needed.
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Purpose

ACTIBIO aims to enhance security in critical infragtures by utilising a
combination of new types of biometrics along witlats of the art sensorial
technologies. ACTIBIO goes one step further frone tlxisting biometric
solutions and investigates the use of activityteglgphysiological and behavioural
biometrics in combination with soft biometric techwmgies for reliable user
authentication. The novelty of the approach liethm fact that the measurements
that will be used for authentication will correspatio the response of the person
to specific stimuli while performing specific worllated activities (e.g. steering
the wheel while driving) being however, fully unolgive and also fully
integrated in an Ambient Intelligence infrastruetufhe overall goal of the study
is to develop better technology for human authatiba to be employed in
situations in which it is paramount to be sure loé identity of the operating
personnel (e.g., access control and user autheatidar the operational room of
a high security environment, where sensitive daéaséored or for the driver’s
place in a high security vehicle, etc.). In addifithis research would allow the
evolvement of technologies for the detection of hamabnormal events in order
to identify potential emergencies (e.g. preventudrdent attacks, etc.). The
system will be trained to recognise specific movetnef the user, which will
denote that he/she is in danger, and trigger atsdlarm. It must be pointed out
that in a real scenario the user will be able tivate and deactivate this system
application whenever he/she wishes to (e.g. adaxer can enable the abnormal
event detection system through a button when He fleeeatened).

The study is part of a European research projdt#dcACTIBIO (Unobtrusive
Authentication Using ACTIvity Related and Soft Bietrics), funded by the
European Commission within the scope of the 7thgRrmme on Research,
Technology & Development.

Procedure

The ACTIBIO project following the data protectionnxiples concerning human
rights and the fundamental freedoms of individualesigned three pilot
applications to demonstrate and experimentally exanthe possibilities of its
biometric system. The pilot applications will bedean real operating conditions
and with the active participation of the user. brtgular, the pilots refer to the
following realistic scenarios that take place a¢éhworkplaces:

1. The inspection offices of the company G4S (Group $ecurity), in
Athens, Greece.

2. The control room of GST (Gotthard tunnel), in AopBwitzerland.

3. The equipped research vehicle of the CERTH/HIT, Timessaloniki,
Greece.

Within the pilots, a number of physical and behavab features will be recorded
in order to test the technology for human authatibo. These are:

Static and dynamic face characteristics.

Gait characteristics
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Dynamic body measurements during specific actwigiework.
Physiological biometrics, i.e. characteristics agted from the ECG
signals

Soft biometrics: weight, eye colour, hair colouaving beard/moustache
and wearing glasses, which will be used as auyilteaits tool for the
primary biometric traits

Special biometrics that can be collected via theeafsunobtrusive sensors,
such as sensing seats for the extraction of andhmepric profiles and
weight distribution measurements.

The multi-sensorial installation at the pilot sitesl include various devices for
capturing the aforementioned biometric data, nantely video cameras (one
stereoscopic camera and one high resolution capes@nsing seat sensor and an
EEG/ECG physiological sensor - Enobio®.

Each session will last approximately 1 hour, armtividuals may discontinue their
participation at any time and for any reason, withany need to give an
explanation for their will to stop their participaa.

It must be pointed out that these pilot applicati@me simulation scenarios and
not for real use. Their purpose is clearly expenitae They were designed to
examine the ACTIBIO technology in authenticatingiunduals using the above
mentioned biometric traits as well as the overalifgrmance of the ACTIBIO
system. In total, the pilot applications will lesbout 3-4 days, i.e. the required
time for conducting the experimental measuremerite. data will be preserved
for another 2-3 days after the end of the applcegtiin order to analyse the data,
validate the results and draw conclusions regarda)gthe evaluation of each
ACTIBIO modality and (b) the overall performancetbé system. After that all
biometric data and personal (e.g. biometric sigeafuwill be erased. Only the
“decisions” regarding user’s authentication as wal the scores for each
ACTIBIO modality will be maintained. These data dot contain any personal
information (neither biometric nor sensitive traits

Personal data handling

The goal of the pilot application is to evaluate #apability of the ACTIBIO
system to recognise people using the examinedré=atirom the raw data, only
features for the creation of the biometric signatwill be extracted, which cannot
be used for any other purpose. Consequently, re dadtected will be used for
any kind of medical or clinical diagnosis

Within the frame of this experimental applicatidmetusers will be given a
questionnaire (pre-pilot questionnaire) to fill ithe following personal
characteristics:

Personal details (age, sex)

Personal business  status (expertise, working B,
company/organization which is optional)

Personal characteristics, i.e. height, weight, ringa glasses, having
contact lenses, eye and hair colour, having beanagtache applicable only for

February 2010 27

CSsC



Deliverable N. 8.4 Dissemination Level (PU) Contract N. 215372

men. These characteristics will be used only ferataluation of the implemented
soft biometric algorithms during ACTIBIO.

The biometric signatures will be stored to smartisaNevertheless, only for the
purpose of the pilot scenarios and in order torasthe validity of the results, the

biometric signatures will be additionally stored2rspecific PCs at G4S premises,
which will have no internet connection in orderpievent any network attacks.

The biometric data as well as all other person&h dallected via the pre-pilot

questionnaire will be pseudo-anonymised. The oelg@n that will have the key

for connecting the collected data with the paraaipwill be the main research

investigator, i.e. Dr. Evangelos Bekiaris from CERHIT.

After the data has been anonymised, two additipaedons will have access to it:
1. The responsible for the proper installation andcaken of the pilot (Mr.
Kostas Bouros from G45S)
2. The responsible for the experimental results vabda(scores, decisions
of the biometric modules) of all ACTIBIO biometrimodules (Mr.
Dimosthenis loannidis from CERTH/ITI)

All participants will be able to access their pex@odata (as filled in on the
questionnaires) as well as their biometric datae [Hitter will be available during
the pilot test and for 2-3 days after the end efgghot application. Afterwards, all
biometric and personal data will be destroyed bg thata controller, Dr.
Evangelos Bekiaris. Consequently, after that, monleitric or personal data of any
participant will be available to either the pap@nt or the researchers.

Additionally, encryption techniques will be appligdall extracted activity-related
biometric signatures, i.e. error correcting codeshsas the Low-Density Parity
Check (LDPC), in order to prevent any recovery adification of the biometric

signatures by malicious users.

No personal data will be ever used for any purpogésrent from those stated in
this form. Your personal data will not be transéelnto any third party or even
commercialised. You may exercise your rights okasgrectification and deletion
of data at any time. In order to do so, you wiledeo communicate with the
Centre for Research and Technology Hellas / Hellenic Institute of Transport
(CERTH/HIT) by a letter addressed to:

Evangelos Bekiaris
CERTH - HIT
6th Km Charilaou-Thermi
57001 Thessaloniki GREECE
or by e-mail to the following addressbhek@certh.gr

Confidentiality

The researcher responsible for the data colledEssions will record the data
collected in a file. These data will be identifiemhly by a code and an
identification number. The code of the study calssid a letter or digit to which a
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number assigned by the researcher is added after 1 02). The relationship
between the ID number and your name is recordesl gomputer and is stored
separately and securely. This file will be accdssibnly to the principal
researcherDr. Evangelos Bekiaris. The key to link your name to the code which
identifies the data file will not be provided toyame and the privacy of your data
will be protected. The results of the study could fublished in books or
magazines or could be used for didactic purposeseder, your name will never
be revealed in any document, publication or teaghiaterials.

Right to get more information about the study

You can ask any questions about the study at amg tihroughout the record. The
principal researcher will be available to answewuryguestions, interests or
concerns about the study. You will be informed o§ aew discovery that could
occur throughout the study and that may affect yauticipation in future studies.
If during the study and thereafter you wish to dgscyour rights as a person who
participates in an investigation, your participatio the study or your concerns
about it, or if you do not want to continue in thatestigation or future
researches, please contact the principal reseadheEvangel os Bekiaris, at the
address provided above (see section “Personahdatiling”) any time you wish.

Refusal or cessation of participation

The participation in thispilot application is voluntary. You do not have to
participate in the pilot if you do not want to.yibu choose to participate, you can
change your mind or leave the study at any timehaut having to give
explanations and without being yourself affectedaimy way. Similarly, at the
discretion of the researcher responsible for tha dallection sessions, you may
be withdrawn from the study for any of the follogireasons: (a) if the minimum
requirements of the study are not met and (b) if doy reason the study is
interrupted. It should be pointed out that agreeiogparticipate to the pilot
application involves that you are agreed to attand the programmed
appointments, to fill all required questionnairesperform all required activities
within the frame work of the study and to proviawy asked information.

There will be no consequences for you in case géuse to participate to the pilot
application.

Under certain conditions your participation to tpdot application can be
interrupted such as: You did not follow the reskaprocedure as it was
determined by pilot application protocol.

Risks and discomforts

The personal risk by participating in this studyesimot exceed the risks of daily
and normal life. None of the procedures represel@rmer to health or to physical
and mental integrity.
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In addition, if you suddenly feel sick during thengey, the responsible researcher
who conducts the experiment is responsible forirgatior immediate assistance

that will provide you with first aid. If you are jured as a direct result of your

participation in the pilot application, you will geive appropriate medical care
without needing to spend your own expenses. Theigiom of medical care does

not mean that the Institute of Transport and G4S@sponsible for the injury.

Compensation

You understand that there is no compensation fdicgaating in this study. Your
participation is voluntary.

Consent

| have read and discussed the content of the pgrés@n with a representative of
the pilot application personnel. | have understtioel subject of the research, |
have had the opportunity to ask questions and glhoestions were adequately
answered. | studied each page of the present cofeem a copy of which was
given to me. | had sufficient time for making mycdgon regarding my
participation to the pilot application, to whickwlll attend voluntarily.

By signing the present form, | understand and aonfeely that my personal

data, including biometric data, my name and cordatails, will be processed by
G4S at the G4S premises, by the data controller,bgnappointed processors on
his behalf (as mentioned in section about “Persdatd handling”), in accordance
with applicable laws and with what is stated in pihesent clause.

I have been informed regarding the research Pré€dtlBIO and its purposes. |
declare to be aware that the data collected wilbeoused for any kind of medical
or clinical diagnosis. | am aware that health psefenals will not be involved in
data processing.

| understand that my personal data will be encodedrder to safeguard
confidentiality and that if results of the study grublished, my identity will not
be revealed. | also understand that | have thet tighrequest access to my
personal data, to correct, if applicable, and éetey personal data in conformity
with the applicable legislation. For these purppdesan contacDr. Evangelos
Bekiaris at the address provided above (see section aboeitsdRal data
handling”).

| understand that after the study has been contpletg personal and biometric
data will be deleted and will therefore no longerdvailable for amendment.

| have read the above and | understand that |efaise to participate in this study
without any direct or indirect negative consequenceny life.

By signing the present form, | agree with the abstated.
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Signature of participant Place/Date

Name of participant e-Mail

Address and Telephone Nr.

Signature of Investigator Place/Date
(Person received the consent form)

Name of Investigator e-Mail

Address and Telephone Nr.
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ANNEX

ACTIBIO Project Participants

1. CENTRE FOR RESEARCH AND TECHNOLOGY HELLAS / Infoatics
and Telematics Institute and Hellenic Institutélcdinsport, Greece

. STARLAB BARCELONA SL, Spain

. CENTRO PER LA SCIENZA, LA SOCIETA E LA CITTADINNZA, ltaly

. KING'S COLLEGE LONDON, UK

. UNIVERSITA DI PISA, Italy

. INSTITUT EURECOM, France

. BAUDIREKTION URI, GOTTHARDSTRASSENTUNNEL, Switzkand

. UNIVERSITAT POLITECNICA DE CATALUNYA, Spain

. TELETEL TECHNOLOGIA TILEPIKOINONION KAI PLIROFORKIS
ANONYMI EMPORIKIVIOMICHANIKI ETAIREIA, Greece

10. ALCATEL-LUCENT DEUTSCHLAND AG, Germany

11. G4S TELEMATIX S.A., Greece

OCOoO~NOOUIDWN

National applicable laws

Greece

Relevant legislation

Law 2472/1997 of the Hellenic Parliament

Relevant regulatory authorities and ethical committees include:
1. Hellenic Data Protection Authority http://wwwalgr/
2. The Hellenic Parliament — Standing Committeeliar
[http:/mwww.parliament.gr/]
3. The National Bioethics Commission http://wwwdtinics.gr

Relevant decisions issued by the Hellenic Data Protection Authority:
1. Decision 52/05.11.2003 Biometric data in Intéioraal Athens Airport
2. Decision 9/31.03.2003 Biometric technology iméis Metro high-risk
installations
3. Decision 63/2004 CCTV cameras on the Attica noatsvork
4. Decision 58/2005 Traffic Management Cameras

Switzerland

1. Swiss Federal Act on Data Protection (DPA — 1992, status as per
2000)

Despite not being a member of the EU, Switzerland based this Act along
similar principles to Acts in force in other European countries and the law won
adequacy approval from the EU in 2000 (See
http://www.privireal.org/content/dp/switzerland.php)

2. Commission Decision 2000/518/EC of 26.7.2000 pursuant to
Directive 95/46/EC of the European Parliament and of the Council on
the adequate protection of personal data provided in Switzerland -
Official Journal L 215/1 of 25.8.2000

3. Swiss Data Protection Authorities;
http://www.privatim.ch/content/pdf/the_swiss_protection_authorities

text_slides_2006.pdf
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Purpose

ACTIBIO aims to enhance security in critical infragtures by utilising a
combination of new types of biometrics along witlats of the art sensorial
technologies. ACTIBIO goes one step further frone tlxisting biometric
solutions and investigates the use of activityteglgphysiological and behavioural
biometrics in combination with soft biometric techwmgies for reliable user
authentication. The novelty of the approach liethm fact that the measurements
that will be used for authentication will correspatio the response of the person
to specific stimuli while performing specific worllated activities (e.g. steering
the wheel while driving) being however, fully unolgive and also fully
integrated in an Ambient Intelligence infrastruetufhe overall goal of the study
is to develop better technology for human authatiba to be employed in
situations in which it is paramount to be sure loé identity of the operating
personnel (e.g., access control and user autheatidar the operational room of
a high security environment, where sensitive daéaséored or for the driver’s
place in a high security vehicle, etc.). In addifithis research would allow the
evolvement of technologies for the detection of humabnormal events in order
to identify potential emergencies (e.g. preventudrdent attacks, etc.). The
system will be trained to recognise specific movetnef the user, which will
denote that he/she is in danger, and trigger atsdlarm. It must be pointed out
that in a real scenario the user will be able tivate and deactivate this system
application whenever he/she wishes to (e.g. adaxer can enable the abnormal
event detection system through a button when He fleeeatened).

The study is part of a European research projdt#dcACTIBIO (Unobtrusive
Authentication Using ACTIvity Related and Soft Bietrics), funded by the
European Commission within the scope of the 7thgRamme on Research,
Technology & Development.

Procedure

The ACTIBIO project following the data protectionnxiples concerning human
rights and the fundamental freedoms of individualesigned three pilot
applications to demonstrate and experimentally exanthe possibilities of its
biometric system. The pilot applications will bedean real operating conditions
and with the active participation of the user. brtgular, the pilots refer to the
following realistic scenarios that take place a¢éhworkplaces:

4. The inspection offices of the company G4S (Group $ecurity), in
Athens, Greece.

5. The control room of GST (Gotthard tunnel), in AspBwitzerland.

6. The equipped research vehicle of the CERTH/HIT, Timessaloniki,
Greece.

Within the pilots, a number of physical and behavab features will be recorded
in order to test the technology for human authatibo. These are:

Static and dynamic face characteristics.

Gait characteristics

Dynamic body measurements during specific actwigiework.
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Physiological biometrics, i.e. characteristics agted from the ECG

signals

Soft biometrics: weight, eye colour, hair colouavimg beard/moustache
and wearing glasses, which will be used as auyilteaiits tool for the

primary biometric traits

Special biometrics that can be collected via theeafsunobtrusive sensors,
such as sensing seats for the extraction of anbhmepric profiles and

weight distribution measurements.

The multi-sensorial installation at the pilot sitesl include various devices for
capturing the aforementioned biometric data, nantely video cameras (one
stereoscopic camera and one high resolution capees@nsing seat sensor and an
EEG/ECG physiological sensor - Enobio®.

Each session will last approximately 1 hour, artiviilluals may discontinue their
participation at any time and for any reason, withany need to give an
explanation for their will to stop their particijpa.

It must be pointed out that these pilot applicati@ne simulation scenarios and
not for real use. Their purpose is clearly expentak They were designed to
examine the ACTIBIO technology in authenticatingiuiduals using the above
mentioned biometric traits as well as the overalifgrmance of the ACTIBIO
system. In total, the pilot applications will lesbout 3-4 days, i.e. the required
time for conducting the experimental measuremerite. data will be preserved
for another 2-3 days after the end of the applbcatiin order to analyse the data,
validate the results and draw conclusions regarda)gthe evaluation of each
ACTIBIO modality and (b) the overall performancethé system. After that all
biometric and personal data (e.g. biometric sigeasjuwill be erased. Only the
“decisions” regarding user’s authentication as wa#l the scores for each
ACTIBIO modality will be maintained. These data dot contain any personal
information (neither biometric nor sensitive traits

Personal data handling

The goal of the pilot application is to evaluate tapability of the ACTIBIO
system to recognise people using the examinedré=atirom the raw data, only
features for the creation of the biometric signatwill be extracted, which cannot
be used for any other purpose. Consequently, re dadtected will be used for
any kind of medical or clinical diagnosis

Within the frame of this experimental applicatidmetusers will be given a
questionnaire (pre-pilot questionnaire) to fill ithe following personal
characteristics:

Personal details (age, sex)

Personal business status (expertise, working e,
company/organization which is optional)

Personal characteristics, i.e. height, weight, ringa glasses, having
contact lenses, eye and hair colour, having beanagtache applicable only for
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men. These characteristics will be used only ferdathaluation of the implemented
soft biometric algorithms during ACTIBIO.

The biometric signatures will be stored to smartisaNevertheless, only for the
purpose of the pilot scenarios and in order torasthe validity of the results, the
biometric signatures will be additionally stored2rspecific PCs at CERTH/HIT
premises, which will have no internet connectiorider to prevent any network
attacks. The biometric data as well as all othesg®al data collected via the pre
pilot questionnaire will be pseudo-anonymised. ®hky person that will have the
key for connecting the collected data with the ipgrant will be the main
research investigator, i.e. Dr. Evangelos Bekimos CERTH/HIT.

After the data has been anonymised, two additipaedons will have access to it:
3. The responsible for the proper installation andca&en of the pilot (Mr.
Steiner Walterwalter.steiner@ur.cfrom GST)
4. The responsible for the experimental results vabda(scores, decisions
of the biometric modules) of all ACTIBIO biometrimodules (Mr.
Dimosthenis loannidis from CERTH/ITI)

All participants will be able to access their pex@odata (as filled in on the
questionnaires) as well as their biometric datae [Hitter will be available during
the pilot test and for 2-3 days after the end efgghot application. Afterwards, all
biometric and personal data will be destroyed bg thata controller, Dr.
Evangelos Bekiaris. Consequently, after that, monleitric or personal data of any
participant will be available to either the pap@nt or the researchers.

Additionally, encryption techniques will be appligdall extracted activity-related
biometric signatures, i.e. error correcting codeshsas the Low-Density Parity
Check (LDPC), in order to prevent any recovery adification of the biometric

signatures by malicious users.

No personal data will be ever used for any purpoagésrent from those stated in
this form. Your personal data will not be transéento any third party or even
commercialised. You may exercise your rights okasgrectification and deletion
of data at any time. In order to do so, you wiledeo communicate with the
Centre for Research and Technology Hellas / Hellenic Institute of Transport
(CERTH/HIT) by a letter addressed to:

Evangelos Bekiaris
CERTH - HIT
6th Km Charilaou-Thermi
57001 Thessaloniki GREECE
or by e-mail to the following addressbhek@certh.gr

Confidentiality

The researcher responsible for the data colledEssions will record the data
collected in a file. These data will be identifiemhly by a code and an
identification number. The code of the study calssid a letter or digit to which a
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number assigned by the researcher is added after 1 02). The relationship
between the ID number and your name is recordesl gomputer and is stored
separately and securely. This file will be accdssibnly to the principal
researcherDr. Evangelos Bekiaris. The key to link your name to the code which
identifies the data file will not be provided toyame and the privacy of your data
will be protected. The results of the study could fublished in books or
magazines or could be used for didactic purposeseder, your name will never
be revealed in any document, publication or teaghiaterials.

Right to get more information about the study

You can ask any questions about the study at amg tihroughout the record. The
principal researcher will be available to answewuryguestions, interests or
concerns about the study. You will be informed oy aew discovery that could
occur throughout the study and that may affect yauticipation in future studies.
If during the study and thereafter you wish to dgscyour rights as a person who
participates in an investigation, your participatio the study or your concerns
about it, or if you do not want to continue in thatestigation or future
researches, please contact the principal reseadheEvangel os Bekiaris, at the
address provided above (see section “Personahdatiling) any time you wish.

Refusal or cessation of participation

The participation in thispilot application is voluntary. You do not have to
participate in the pilot if you do not want to.yibu choose to participate, you can
change your mind or leave the study at any timehaut having to give
explanations and without being yourself affectedaimy way. Similarly, at the
discretion of the researcher responsible for tha dallection sessions, you may
be withdrawn from the study for any of the follogireasons: (a) if the minimum
requirements of the study are not met and (b) if doy reason the study is
interrupted. It should be pointed out that agreeiogparticipate to the pilot
application involves that you are agreed to attand the programmed
appointments, to fill all required questionnairesperform all required activities
within the frame work of the study and to proviawy asked information.

There will be no consequences for you in case géuse to participate to the pilot
application.

Under certain conditions your participation to tpdot application can be
interrupted such as: You did not follow the reskaprocedure as it was
determined by pilot application protocol.

Risks and discomforts

The personal risk by participating in this studyesimot exceed the risks of daily
and normal life. None of the procedures represel@rmer to health or to physical
and mental integrity.
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In addition, if you suddenly feel sick during thengey, the responsible researcher
who conducts the experiment is responsible forirgatior immediate assistance

that will provide you with first aid. If you are jured as a direct result of your

participation in the pilot application, you will geive appropriate medical care
without needing to spend your own expenses. Theigiom of medical care does

not mean that the Institute of Transport and GS®Tresponsible for the injury.

Compensation

You understand that there is no compensation farcgzating in this study.
Your participation is voluntary.

Consent

I have read and discussed the content of the grésen with a representative of
the pilot application personnel. | have understtizal subject of the research, |
have had the opportunity to ask questions and glhjoestions were adequately
answered. | studied each page of the present cofsem a copy of which was
given to me. | had sufficient time for making mycdgon regarding my
participation to the pilot application, to whickwlll attend voluntarily.

By signing the present form, | understand and aonfeely that my personal

data, including biometric data, my name and cordatails, will be processed by
GST at the GST premises, by the data controllet,nappointed processors on
his behalf (as mentioned in section about “Persdatd handling), in accordance
with applicable laws and with what is stated in pihesent clause.

| have been informed regarding the research Pré€dtiBIO and its purposes. |
declare to be aware that the data collected wilbeoused for any kind of medical
or clinical diagnosis. | am aware that health psefenals will not be involved in
data processing.

| understand that my personal data will be encodedrder to safeguard
confidentiality and that if results of the study guublished, my identity will not
be revealed. | also understand that | have thet ighrequest access to my
personal data, to correct, if applicable, and éetey personal data in conformity
with the applicable legislation. For these purppdesan contacDr. Evangelos
Bekiaris at the address provided above (see section “Pdrdateahandling).

| understand that after the study has been contpletg personal and biometric
data will be deleted and will therefore no longerdvailable for amendment.

| have read the above and | understand that |efaise to participate in this study
without any direct or indirect negative consequenceny life.

By signing the present form, | agree with the abstated.
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Signature of participant Place/Date

Name of participant e-Mail

Address and Telephone Nr.

Signature of Investigator Place/Date
(Person received the consent form)

Name of Investigator e-Mail

Address and Telephone Nr.
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ANNEX

ACTIBIO Project Participants

12. CENTRE FOR RESEARCH AND TECHNOLOGY HELLAS / tnfnatics
and Telematics Institute and Hellenic Institutélcdinsport, Greece

13. STARLAB BARCELONA SL, Spain

14. CENTRO PER LA SCIENZA, LA SOCIETA E LA CITTADINNZA, ltaly

15. KING'S COLLEGE LONDON, UK

16. UNIVERSITA DI PISA, Italy

17. INSTITUT EURECOM, France

18. BAUDIREKTION URI, GOTTHARDSTRASSENTUNNEL, Swi&zland

19. UNIVERSITAT POLITECNICA DE CATALUNYA, Spain

20. TELETEL TECHNOLOGIA TILEPIKOINONION KAI PLIROF®IKIS
ANONYMI EMPORIKIVIOMICHANIKI ETAIREIA, Greece

21. ALCATEL-LUCENT DEUTSCHLAND AG, Germany

22. G4S TELEMATIX S.A., Greece

National applicable laws

Greece

Relevant legislation

Law 2472/1997 of the Hellenic Parliament

Relevant regulatory authorities and ethical committees include:
1. Hellenic Data Protection Authority http://wwwalgr/
2. The Hellenic Parliament — Standing Committeeliar
[http://mwww.parliament.gr/]
3. The National Bioethics Commission http://wwwdtiaics.gr

Relevant decisions issued by the Hellenic Data Protection Authority:
1. Decision 52/05.11.2003 Biometric data in Intéioraal Athens Airport
2. Decision 9/31.03.2003 Biometric technology ités Metro high-risk
installations
3. Decision 63/2004 CCTV cameras on the Attica noatsvork
4. Decision 58/2005 Traffic Management Cameras

Switzerland

1. Swiss Federal Act on Data Protection (DPA — 1992, status as per
2000)

Despite not being a member of the EU, Switzerland based this Act along
similar principles to Acts in force in other European countries and the law won
adequacy approval from the EU in 2000*.

2. Commission Decision 2000/518/EC of 26.7.2000 pursuant to
Directive 95/46/EC of the European Parliament and of the Council
on the adequate protection of personal data provided in Switzerland
- Official Journal L 215/1 of 25.8.2000

14 See http://www.privireal.org/content/dp/switzerland.php
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3. Swiss Data Protection Authorities;
http://www.privatim.ch/content/pdf/the_swiss_protection_authoriti
es_text_slides 2006.pdf
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SEVENTH FRAMEWORK PROGRAMME

THEME 3
Information and Communication Technologies

Vel

COOPERATION ACTIBIO

Unobtrusive Authentication Usin§CTI vity Related and Soft

BlO metrics
215372
Title Consent Form for the Participation to the ACTIBIO
Pilot
Authors Olga Gkaitatzi, Evangelos Bekiaris (CERTH/HIT)

Contributors Holly Ashton, Emilio Mordini (CSSC)

Summary Consent form to be signed by the subjects being
recorded for pilots

February 2010 42

CSsC



Deliverable N. 8.4 Dissemination Level (PU) Contract N. 215372

Purpose

ACTIBIO aims to enhance security in critical infragtures by utilising a
combination of new types of biometrics along witlats of the art sensorial
technologies. ACTIBIO goes one step further frone tlxisting biometric
solutions and investigates the use of activityteglgphysiological and behavioural
biometrics in combination with soft biometric techwmgies for reliable user
authentication. The novelty of the approach liethm fact that the measurements
that will be used for authentication will correspatio the response of the person
to specific stimuli while performing specific worllated activities (e.g. steering
the wheel while driving) being however, fully unolgive and also fully
integrated in an Ambient Intelligence infrastruetufhe overall goal of the study
is to develop better technology for human authatiba to be employed in
situations in which it is paramount to be sure loé identity of the operating
personnel (e.g., access control and user autheatidar the operational room of
a high security environment, where sensitive daéaséored or for the driver’s
place in a high security vehicle, etc.). In addifithis research would allow the
evolvement of technologies for the detection of hamabnormal events in order
to identify potential emergencies (e.g. preventudrdent attacks, etc.). The
system will be trained to recognise specific movetnef the user, which will
denote that he/she is in danger, and trigger atsdlarm. It must be pointed out
that in a real scenario the user will be able tivate and deactivate this system
application whenever he/she wishes to (e.g. adaxer can enable the abnormal
event detection system through a button when He fleeeatened).

The study is part of a European research projdt#dcACTIBIO (Unobtrusive
Authentication Using ACTIvity Related and Soft Bietrics), funded by the
European Commission within the scope of the 7thgRamme on Research,
Technology & Development.

Procedure

The ACTIBIO project following the data protectionnxiples concerning human
rights and the fundamental freedoms of individualesigned three pilot
applications to demonstrate and experimentally exanthe possibilities of its
biometric system. The pilot applications will bedean real operating conditions
and with the active participation of the user. brtgular, the pilots refer to the
following realistic scenarios that take place a¢éhworkplaces:

7. The inspection offices of the company G4S (Group $ecurity), in
Athens, Greece.

8. The control room of GST (Gotthard tunnel), in AspBwitzerland.

9. The equipped research vehicle of the CERTH/HIT, Timessaloniki,
Greece.

Within the pilots, a number of physical and behavab features will be recorded
in order to test the technology for human authatibo. These are:

Static and dynamic face characteristics.

Gait characteristics
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Dynamic body measurements during specific actwigiework.
Physiological biometrics, i.e. characteristics agted from the ECG
signals

Soft biometrics: weight, eye colour, hair colouaving beard/moustache
and wearing glasses, which will be used as auyilteaits tool for the
primary biometric traits

Special biometrics that can be collected via theeafsunobtrusive sensors,
such as sensing seats for the extraction of andhmepric profiles and
weight distribution measurements.

The multi-sensorial installation at the pilot sitesl include various devices for
capturing the aforementioned biometric data, nantely video cameras (one
stereoscopic camera and one high resolution capes@nsing seat sensor and an
EEG/ECG physiological sensor - Enobio®.

Each session will last approximately 1 hour, armtividuals may discontinue their
participation at any time and for any reason, withany need to give an
explanation for their will to stop their participaa.

It must be pointed out that these pilot applicati@ne simulation scenarios and
not for real use. Their purpose is clearly expenitake They were designed to
examine the ACTIBIO technology in authenticatingiunduals using the above
mentioned biometric traits as well as the overalifgrmance of the ACTIBIO
system. In total, the pilot applications will lesbout 3-4 days, i.e. the required
time for conducting the experimental measuremerite. data will be preserved
for another 2-3 days after the end of the applcegtiin order to analyse the data,
validate the results and draw conclusions regarda)gthe evaluation of each
ACTIBIO modality and (b) the overall performancetbé system. After that all
personal and biometric data (e.g. biometric sigeasjuwill be erased. Only the
“decisions” regarding user’s authentication as wal the scores for each
ACTIBIO modality will be maintained. These data dot contain any personal
information (neither biometric nor sensitive traits

Personal data handling

The goal of the pilot application is to evaluate #apability of the ACTIBIO
system to recognise people using the examinedré=atirom the raw data, only
features for the creation of the biometric signatwill be extracted, which cannot
be used for any other purpose. Consequently, re dadtected will be used for
any kind of medical or clinical diagnosis

Within the frame of this experimental applicatidmetusers will be given a
questionnaire (pre-pilot questionnaire) to fill ithe following personal
characteristics:

Personal details (age, sex)

Personal business  status (expertise, working B,
company/organization which is optional)

Personal characteristics, i.e. height, weight, ringa glasses, having
contact lenses, eye and hair colour, having beanagtache applicable only for
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men. These characteristics will be used only ferdathaluation of the implemented
soft biometric algorithms during ACTIBIO.

The biometric signatures will be stored to smartisaNevertheless, only for the
purpose of the pilot scenarios and in order torasthe validity of the results, the
biometric signatures will be additionally stored2rspecific PCs at CERTH/HIT
premises, which will have no internet connectiorider to prevent any network
attacks. The biometric data as well as all othesg®al data collected via the pre
pilot questionnaire will be pseudo-anonymised. ®hky person that will have the
key for connecting the collected data with the ipgrant will be the main
research investigator, i.Br. Evangelos Bekiaris from CERTH/HIT.

After the data has been anonymised, two additipaedons will have access to it:
5. The responsible for the proper installation andcaken of the pilot (Mr.
Kostas Kalogirou from CERTH/HIT)
6. The responsible for the experimental results vabda(scores, decisions
of the biometric modules) of all ACTIBIO biometrimodules (Mr.
Dimosthenis loannidis from CERTH/ITI)

All participants will be able to access their pe@odata (as filled in on the
questionnaires) as well as their biometric datae [Hitter will be available during
the pilot test and for 2-3 days after the end efgghot application. Afterwards, all
biometric and personal data will be destroyed bg thata controller,Dr.
Evangelos Bekiaris. Consequently, after that, no biometric or pertdaga of any
participant will be available to either the paip@nt or the researchers.

Additionally, encryption techniques will be appligdall extracted activity-related
biometric signatures, i.e. error correcting codeshsas the Low-Density Parity
Check (LDPC), in order to prevent any recovery adification of the biometric

signatures by malicious users.

No personal data will be ever used for any purpogésrent from those stated in
this form. Your personal data will not be transéento any third party or even
commercialised. You may exercise your rights okasgrectification and deletion
of data at any time. In order to do so, you wiledeo communicate with the
Centre for Research and Technology Hellas / Hellenic Institute of Transport
(CERTH/HIT) by a letter addressed to:

Evangelos Bekiaris
CERTH - HIT
6th Km Charilaou-Thermi
57001 Thessaloniki GREECE
or by e-mail to the following addressbhek@certh.gr

Confidentiality

The researcher responsible for the data colledEssions will record the data
collected in a file. These data will be identifiemhly by a code and an
identification number. The code of the study calssid a letter or digit to which a
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number assigned by the researcher is added after 1 02). The relationship
between the ID number and your name is recordesl gomputer and is stored
separately and securely. This file will be accdssibnly to the principal
researcherDr. Evangelos Bekiaris. The key to link your name to the code which
identifies the data file will not be provided toyame and the privacy of your data
will be protected. The results of the study could fublished in books or
magazines or could be used for didactic purposeseder, your name will never
be revealed in any document, publication or teaghiaterials.

Right to get more information about the study

You can ask any questions about the study at amg tihroughout the record. The
principal researcher will be available to answewuryguestions, interests or
concerns about the study. You will be informed oy aew discovery that could
occur throughout the study and that may affect yauticipation in future studies.
If during the study and thereafter you wish to dgscyour rights as a person who
participates in an investigation, your participatio the study or your concerns
about it, or if you do not want to continue in thatestigation or future
researches, please contact the principal reseadheEvangel os Bekiaris, at the
address provided above (see section “Personahdatiling”) any time you wish.

Refusal or cessation of participation

The participation in thispilot application is voluntary. You do not have to
participate in the pilot if you do not want to.yibu choose to participate, you can
change your mind or leave the study at any timehaut having to give
explanations and without being yourself affectedaimy way. Similarly, at the
discretion of the researcher responsible for tha dallection sessions, you may
be withdrawn from the study for any of the follogireasons: (a) if the minimum
requirements of the study are not met and (b) if doy reason the study is
interrupted. It should be pointed out that agreeiogparticipate to the pilot
application involves that you are agreed to attand the programmed
appointments, to fill all required questionnairesperform all required activities
within the frame work of the study and to proviawy asked information.

There will be no consequences for you in case géuse to participate to the pilot
application.

Under certain conditions your participation to tpdot application can be
interrupted such as: You did not follow the reskaprocedure as it was
determined by pilot application protocol.

Risks and discomforts

The personal risk by participating in this studyesimot exceed the risks of daily
and normal life. None of the procedures represel@rmer to health or to physical
and mental integrity.
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During the conduction of the driver pilot test hetequipped research vehicle of
the CERTH/HIT, a driving instructor will be presdot the physical safety of the

participants and road accident avoidance. He vpd#rate the auxiliary pedals in

case of an emergency. It is also important to ribé¢ the equipped research
vehicle of the CERTH/HIT is insured with a jointsirance program and in case
of an automobile event the appropriate measurdswitiabe taken are relevant

with the legal provisions on joint programs of mattsurance.

In addition, if you suddenly feel sick or an aceitleccurs during the survey, the
responsible researcher who conducts the experimeasponsible for calling for
immediate assistance that will provide you witlstfiaid. If you are injured as a
direct result of your participation in the pilot @igation, you will receive
appropriate medical care without needing to speadr yown expenses. The
provision of medical care does not mean that theitie of Transport is
responsible for the injury.

Compensation

You understand that there is no compensation foticgeating in this study.
However, a special reimbursement will be given rafgssional pilot participants
(researchers involved in ACTIBIO are excluded)ha form of honorarium (50€)
in recognition of working hours lost.

Consent

| have read and discussed the content of the pgrés®n with a representative of
the pilot application personnel. | have understtioel subject of the research, |
have had the opportunity to ask questions and glhoestions were adequately
answered. | studied each page of the present cofeem a copy of which was
given to me. | had sufficient time for making mycdgon regarding my
participation to the pilot application, to whickwlll attend voluntarily.

By signing the present form, | understand and aonfeely that my personal
data, including biometric data, my name and cordatails, will be processed by
CERTH/HIT at the CERTH premises, by the data cdleiroand by appointed
processors on his behalf (as mentioned in secbontd’Personal data handling”),
in accordance with applicable laws and with whattéded in the present clause.

| have been informed regarding the research Pré€dtlBIO and its purposes. |
declare to be aware that the data collected wilbeoused for any kind of medical
or clinical diagnosis. | am aware that health psefenals will not be involved in
data processing.

| understand that my personal data will be encodedrder to safeguard
confidentiality and that if results of the study grublished, my identity will not
be revealed. | also understand that | have thet tighrequest access to my
personal data, to correct, if applicable, and éetey personal data in conformity
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with the applicable legislation. For these purppsesan contacDr. Evangelos
Bekiaris at the address provided above (see section “Pdrdateahandling”).

| understand that after the study has been contpletg personal and biometric
data will be deleted and will therefore no longerdvailable for amendment.

| have read the above and | understand that |efaise to participate in this study
without any direct or indirect negative consequenceny life.

By signing the present form, | agree with the abstated.

Signature of participant Place/Date

Name of participant e-Mail

Address and Telephone Nr.

Signature of Investigator Place/Date
(Person received the consent form)

Name of Investigator e-Mail

Address and Telephone Nr.
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ANNEX

ACTIBIO Project Participants

23. CENTRE FOR RESEARCH AND TECHNOLOGY HELLAS / tnfnatics
and Telematics Institute and Hellenic Institutélcdnsport, Greece

24. STARLAB BARCELONA SL, Spain

25. CENTRO PER LA SCIENZA, LA SOCIETA E LA CITTADINNZA, Italy

26. KING'S COLLEGE LONDON, UK

27. UNIVERSITA DI PISA, ltaly

28. INSTITUT EURECOM, France

29. BAUDIREKTION URI, GOTTHARDSTRASSENTUNNEL, Swigzland

30. UNIVERSITAT POLITECNICA DE CATALUNYA, Spain

31. TELETEL TECHNOLOGIA TILEPIKOINONION KAI PLIROF®IKIS
ANONYMI EMPORIKIVIOMICHANIKI ETAIREIA, Greece

32. ALCATEL-LUCENT DEUTSCHLAND AG, Germany

33. G4S TELEMATIX S.A., Greece

National applicable laws

Greece

Relevant legislation

Law 2472/1997 of the Hellenic Parliament

Relevant regulatory authorities and ethical committees include:
1. Hellenic Data Protection Authority http://wwwalgr/
2. The Hellenic Parliament — Standing Committe€eTiar
[http://mwww.parliament.gr/]
3. The National Bioethics Commission http://wwwdtinics.gr

Relevant decisions issued by the Hellenic Data Protection Authority:
1. Decision 52/05.11.2003 Biometric data in Intéioraal Athens Airport
2. Decision 9/31.03.2003 Biometric technology itéis Metro high-risk
installations
3. Decision 63/2004 CCTV cameras on the Attica noatsvork
4. Decision 58/2005 Traffic Management Cameras

Switzerland

1. Swiss Federal Act on Data Protection (DPA — 1992, status as per
2000)

Despite not being a member of the EU, Switzerland based this Act along
similar principles to Acts in force in other European countries and the law won
adequacy approval from the EU in 2000*°.

2. Commission Decision 2000/518/EC of 26.7.2000 pursuant to
Directive 95/46/EC of the European Parliament and of the Council
on the adequate protection of personal data provided in Switzerland
- Official Journal L 215/1 of 25.8.2000

5 See http://www.privireal.org/content/dp/switzerland.php
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3. Swiss Data Protection Authorities;
http://www.privatim.ch/content/pdf/the_swiss_protection_authoriti
es_text_slides 2006.pdf
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SEVENTH FRAMEWORK PROGRAMME

THEME 3
Information and Communication Technologies

Vel

ACTIBIO

COOPERATION

Unobtrusive Authentication Usin§CTI vity Related and Soft
BlIO metrics

WRITTEN CONSENT (PRE-PILOTS)

This form should be completed by each participaefdre starting the Pilot
testing.

L e (name), the undersigned, declanattl accept to
participate in the ACTIBIO pilots, in terms of WPPRilots”, during which the
ACTIBIO system will be evaluated. | have been infed in detail about
everything in regards to the experimental proceslarel what is required of me.

In the case that | wish to quit the trials, for amason, | can do so, by simply
informing the evaluator or the Pilot conductor.
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SEVENTH FRAMEWORK PROGRAMME

THEME 3
Information and Communication Technologies

0

2

COOPERATION ACTIBIO

Unobtrusive Authentication Usin§CTI vity Related and Soft
BIO metrics

ACTIBIO ENTRY FORM (PRE-PILOTS)

This questionnaire should be filled-out by the steesearcher, after the
participant has read and signed the written consémit participation. Please pay
close attention that all questions are answered.

Remind the participants that: “We would like to ask you to give us some
details about yourself. We can guarantee that thisnformation will only be
used internally for this project and that no other person will have access to
it.”

User ID (Name/Surname if not ID):
Date:
Pilot Site:
Evaluator/supervisor name (if any):
Trial scenario (s) ID:
Trial scenario number:
User role: O System user
O System operator
O System administrator
O Unregistered user
O Other: Specify

Time and day of Pilot:
Physiological measures used: O EEG
O ECG
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O Sensing seat
O Other: Specify

Behavioural measures used: O Fexegnition
O Gait recognition
O Activity-related recognition
O Other: Specify

1. Pre-Pilot Questions

1.1 Age group:

18-25
26-35
36-45
46-60
60 +

1.2 Gender: O Female O Male

1.5 Educational background: O None O Basic sch@&econdary school
O Professional education O University degree
O Master or PhD Studies

1.6 Please select one of the following boxes, tdadle your expertise:

O Truck driver

O A dangerous goods truck driver (ADR)

O Security personnel (in general)

O A mass transportation operator (e.g., train, btcs)

O A worker in an installation with strong securitgmands
O Laboratory employee

O Other (please specify) -

1.7
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1.8
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2. Pre-Enrolment Questions

In order to provide ground truth annotations for the soft biometric
algorithms processing the data corpus, the particignt is requested to provide
answers to the questions below. These data will nbe linked to the actual
name of the individual who has signed the consenbrim. Individuals in the

recordings will be identified by a number such as Subject #" and the data
collected in the current questionnaire will be linked to that number and not
to the individual's name.

Subject # | (please indicate user anonymidgd i

Please type the following data:

e Do you wear Glasses? yes, no (during the recordings)
e Do you wear Contact Lenses? yes, no
o If so, do you weacoloured contact lens? yes, no
» Colour of your Eyes: brown, blue, green, gray,
amber,
hazel, red, violet, other

(vou can select two colours like blue-
green)

You can also specify: dark, light, no precision
(default value)

e Your hair colour: black, brunette, blonde, auburn,
red, grey, white,
other, no hair

Applicable for MALE
e Do you have a Moustache? yes, no, notsure
e Do you have Beard? yes, no, notsure

Thanks for your cooperation.

The recording team of the ACTIBIO project for thgesific Pilot (e.g. fixed seat,
fixed workplace) Application Scenario.
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SEVENTH FRAMEWORK PROGRAMME

THEME 3
Information and Communication Technologies

0 b

COOPERATION ACTIBIO

Unobtrusive Authentication UsinQCT]| vity Related and Soft
BlO metrics

USER ACCEPTANCE & USABILITY ASSESSMENT-
All users (POST-PILOTYS)

This questionnaire should be distributed to eachrigipant. Please distribute at
the end of the Pilot. This should be completed &ach individual and
interconnected scenario separately per participant.

User ID (Name/Surname if not ID):
Date:
Pilot Site:
Evaluator/supervisor name (if any):
Trial scenario (s) ID:
Trial scenario number:
User role: O System user
O System operator
O System administrator
O Unregistered user
O Other: Specify

Time and day of Pilot:
Physiological measures used: O EEG
O ECG
O Sensing seat
O Other: Specify

Behavioural measures used: O Faxegnition
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O Gait recognition
O Activity-related recognition
O Other: Specify

The acceptance questionnaire (post-test) aims to detect the acceptance and
usability of the ACTIBIO system on behalf of all the users who have participated
in the Pilots.

1. Do you currently undergo a security check relatedd your job entry?

Yes
No

If ‘Yes’, what is the current procedure and why isit being performed?

a. Are there any biometric signals being monitored?

Yes
No

If ‘Yes’, which are they?

Finger Print

Iris of the eye
Voice recognition
Gesture recognition
Gait recognition
Face recognition

Other (please SPeCify): ..o

2. Given that the privacy of my personal data was guamteed, | would
accept to alternatively/in addition monitor the folowing biometric

signals.
Physiological signals
(EEG, ECG,...)
Fully agree Ll Do notagree atall
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Please comment on your answer:

Face recognition
Fully agree L LLLlLll Do notagred atal

Please comment on your answer:

Gait recognition
Fully agree L LI Donotagree atall

Please comment on your answer:

Activity-related recognition
Fully agree L LI Donotagree atall

Please comment on your answer:

Sensing seat

Fully agree LLLLLLlLIl Do notagree atall
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OCoOoO~NOOUIRA~WNPE

3.

Please comment on your answer:

What is your overall judgment of the ACTIBIO systemyou tried?

My judgements of the systemare ... (please tick a box on every line)

4.

6.

| think that the ACTIBIO system does not have any scurity related
risk?

Fully agree LIl Do notagree at all

Please comment on your answer:

| think that the ACTIBIO system does not have any prsonal data
protection related risk.

Fully agree LIl Do notagree at all

Please comment on your answer:

| have been through the ACTIBIO biometrics authenttation
procedures and | thought that it was “too long”.
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Fully agree LIl Do notagree at all

Please comment on your answer:

7. | have been through the ACTIBIO biometrics authentcation
procedures and | thought that it was “obtrusive”.

Fully agree L LLLLlLIl Do notagree atall

Please comment on your answer:

8. Did you think that the “authentication” phase of ACTIBIO was:

“too long” “too short” ?
Why? (please comment on your answer)

9. Do you currently have to wear a special uniform atvork?

Yes
No

10.1 have used the electrode based (ENOBIO) sensor thaas attached
on me and | would accept to use it everyday at work | knew that this

will minimize safety risks?

Fully agree LIl Do notagree at all
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Please comment on your answer:

11.1f my workplace had the ACTIBIO system, | would rely on it.

Fully agree L LLLLlLIl Do notagree atall

Please comment on your answer:

12.1 thought that all private data concerning myself vas safe with the
ACTIBIO system.

Fully agree LIl Do notagree atall

Please comment on your answer:

13. Do you think that security issues/problems (such aaccess to critical
information from other stakeholders, such as othedrivers, goods
recipients, owners, thefts and other threats, etcare eliminated by
using ACTIBIO?

Yes No

If yes, please specify.
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15.Which are, in your opinion, the main advantages othe ACTIBIO
system? Please specify.

16.Which are, in your opinion, the main disadvantage®sf the ACTIBIO
system? Please specify.

17.How much do you think a system like ACTIBIO shouldcost? Please
specify amount in euros.
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18.The following SUS scale should be used after usdrave tried a system
but before any debriefing or discussion takes place

You are kindly requested to record your immediasponse to each item, rather than thinking
about items for a long time. All items must be dtezt If you feel you cannot respond to a
particular item, you should mark the centre poirthe scale for each question.
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System Usability Scale Questionnaire

SUS questions

1-“Strongly 2 3
Disagree”

5- “Strongly
agree”

1. | think | would
like to use this
system frequently.

2. | found the
system
unnecessarily
complex.

3. I thought the
system was easy
to use.

4. | think that |
would need the
support of a
technical person
to be able to use
this system.

5. | found the
various functions
in this system
were well
integrated.

6. | thought there
was too much
inconsistency in
this system.

7. 1 would
imagine that most
people would
learn to use this
system very
quickly.

8. | found the
system very
cumbersome to
use.

9. | felt very
confident using
the system.

10. | need to learn
a lot of things
before | could get
going with this
system.
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SEVENTH FRAMEWORK PROGRAMME

THEME 3
Information and Communication Technologies

0 b

COOPERATION ACTIBIO

Unobtrusive Authentication UsinQCT]| vity Related and Soft
BlO metrics

User Interface Assessment Questionnaire (POST-
PILOTS)

This questionnaire should be distributed to eacheushat has participated in
the Pilots and interacted with user interface. Pemadistribute at the end of the
Pilot. This should be completed for each individuahd interconnected scenario
separately per user.

User ID (Name/Surname if not ID):
Date:
Pilot Site:
Evaluator/supervisor name (if any):
Trial scenario (s) ID:
Trial scenario number:
User role: O System user
O System operator
O System administrator
O Unregistered user
O Other: Specify

Time and day of Pilot:
Physiological measures used: O EEG
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O ECG
O Sensing seat related anthropometrics
O Other: Specify

Behavioural measures used: O Fexegnition
O Gait recognition
O Activity-related recognition
O Other: Specify

1. How do you assess the user friendliness of thearface?

Very low Very high Not Applicable

2. Do you find the user interface (graphic, coloursfonts etc.) appealing?

Very low Very high Not Applicable

3. Is it easy to locate the required information orthe screen?

Very difficult Very easy Not Applicable

If not, please specify why:

4. Do you think the whole procedure is time consumg?

Not at all Very much Not Applicable

5. Do you think that there should be any additionalnformation on the screen that is
currently missing?

Yes No Not Applicable

Please

5] 010 Y25

6. Do you have any other suggestions or comments?
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SEVENTH FRAMEWORK PROGRAMME

THEME 3
Information and Communication Technologies

0 b

COOPERATION ACTIBIO

Unobtrusive Authentication UsinQCT]| vity Related and Soft
BlO metrics

Quality of Service (QoS) Questionnaire (POST-PILOT$

This questionnaire should be distributed to eacheushat has participated as
an operator in the Pilots.
Please distribute at the end of the Pilot. This st be completed for each
individual and interconnected scenario separatelgrmperator.

User ID (Name/Surname if not ID):
Date:
Pilot Site:
Evaluator/supervisor name (if any):
Trial scenario (s) ID:
Trial scenario number:
User role: O System user
O System operator
O System administrator
O Unregistered user
O Other: Specify

Time and day of Pilot:
Physiological measures used: O EEG
O ECG
O Sensing seat related anthropometrics
O Other: Specify

Behavioural measures used: O Fexegnition
O Gait recognition
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O Activity-related recognition
O Other: Specify

1. How do you find the response time of the system?

1 2 3 4 5
Very slow Very fast

COMMBNTS & e e e e e e e e
2. Do you find the application loading time satisfetory?

1 2 3 4 5
Very slow Very fast

(070] 1011 011 1 5T

3. How many times did the system crash?

1 2 3 4 5
None Very often
Please specify indicative number (number of fagurat of number of total
attempts):

4. How often did error messages appeared?

1 2 3 4 5
None Very often
Please specify indicative number (number of fagurat of number of total
attempts) and type of error

messages:

5. Do you find the efficiency of authentication sasfactory enough?

1 2 3 4 5
Very poor Very accurate

PleaSE SPECITY: .ttt

6. How do you assess the correctness of the infortizm returned by the system?
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1 2 3 4 5
Very poor Very high
COMMEBNES: .. e e e e et e e e e e

7. How do you assess the usefulness of the infornaat returned by the system?

1 2 3 4 5
Very poor Very high

(070] 1 011011 1 53

8. How do you assess the availability of the inforation requested?

1 2 3 4 5
Very low Very high

LO70] 1 01 01T 1555

9. How many times was your request (e.g. grant acgeto protected area) not served?

1 2 3 4 5

None Very often
Please specify indicative number (number of fadurat of number of total attempts):

10. How do you assess the level of security/privacy the system?

1 2 3 4 5
Very low Very high Not
Applicable

(©70] 1 01011 ] 5=
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SEVENTH FRAMEWORK PROGRAMME

THEME 3
Information and Communication Technologies

0 b

COOPERATION ACTIBIO

Unobtrusive Authentication UsinCT| vity Related and Soft
BlO metrics

Technical Verification Questionnaire (POST-PILOTYS)

This questionnaire should be completed by each Pdoordinator that
participated in the Pilot.
Please complete all the questions in great detaitldor each scenario
completed. This should be completed for each indinal and interconnected
scenario separately per coordinator.

Date:
Pilot Site:
Supervisor name:
Trial scenario:
User role: O System user

O System operator

O System administrator

O Unregistered user

O Other: Specify

Time and day of Pilot:
Physiological measures used: O EEG

O ECG

O Sensing seat related anthropometrics
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O Other: Specify

Behavioural measures used:

O Faxegnition

O Gait recognition
O Activity-related recognition
O Other: Specify

What time did the scenario start?

Where there any factors/issues/problems

What time did the scenario end?

that extended the scenario time?

What was the total duration of the
scenario?

Did you think that the scenario duration was
too long/short/just right? And why?

Do you have any suggestions/ideas for
shortening the duration of the scenario?
Please specify in detail.

Out of the total participants for how many of
them the hardware used did not work?

Total # participants:

# of participants that hardware did not work:

Please specify which and why they did not
work:

Out of the total participants for how many
of them the software used did not work?

Total # participants:

# of participants that software did not work:

Please specify which and why they did not
work:
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What was the most critical technical-related problen?

What were the causes of this problem?

How can we overcome this problem in the future?

Where there any electrical equipment close to | Could any of this equipment close to the
the user completing the scenario? If yes, whichPuser cause any kind disturbance (e.g.,
computer fan noise)? Specify.
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Where there any specific problems with equipment istallation/positioning? If yes, which?
How did you deal with this problem?

What was the temperature level in the site where #hscenario was completed? Were the
temperature levels adjusted in any way?

Was the user in the scenario free to move How did you deal with the possible
around his/her seat or workplace? Could this | measurement problems cause by user
movement affect the measurements (e.g., face | movement (e.g., asked the user not to
recognition)? move)? Please specify.

Please comment on movements/vibrations:
Did the user move a lot? YES NO
Was the user asked to remain still? YES NO

Were there any sources of vibration/movement othethan the user (e.g., car engine running)?
YES NO

Please specify what were those sources:
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Do you have any suggestions how to minimize moventerlated problems in the future? -

Was the user in the scenario able to respond tg How did you deal with the users’ inability to
all required tasks (e.g., move in a certain way sprespond to all required tasks? Please specify.
that recognition is possible)? If not, what were

the specific problems?

Do you have any suggestions how to minimize userstlirbance related problems in the future?

Were there any specific problems regarding How did you deal with these problems?
recognition of a user (e.g., presence of a coat,

sitting manner)? Please be specific.
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Do you have any suggestions how to minimize useraagnition related problems in the future?

Describe the site were the scenario was completedterms of illumination, lighting, presence
of shadows, etc. Please be specific.

Were there any specific problems regarding How did you deal with these problems?
illumination/lighting/shadows of the site were

the scenario was conducted? Please be specific.

Do you have any suggestions how to minimize illumation related problems in the future? -
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Where there any other problems/issues not during enlment that need to be addressed?
Please be specific.-

Where there any other problems/issues not during @hentication that need to be addressed?
Please be specific.-

Are there any other concerns/comments/suggestionsat you have about the system or the
process?-

Did you find the scenario completion to be challerigg? Please be specific regarding the
challenges you faced.
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Please report the following methodological relateduestions:
State your Pilots’ objectives Be as detailed as you can.

Report your Independent variables

Report your Dependent variables

Types of measureshat will be used in the pilot

Objective measurements

Software/Hardware State the reference case (if any)?

Subjective measurements

Questionnaires/Software utilized
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Specify the statistical methodology used for anadys:
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