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Executive Summary

One of the main concerns of the EC is the publiarawess on the results of an EU funded
project. Consequently, an essential componentidrapean research project is its effective
dissemination. For ACTIBIO the need for dissemioatactivities was even greater, because
on the one hand, it should make known the propsgstem to the general public and scien-
tific community and on the other, it should gaie tieneral acceptance of the proposed meth-
ods, concepts and sensors. ACTIBIO is a projeclirdpavith emerging biometrics such as
gait, physiological and novel one such activityatetl authentication and anthropometrics,
thus dissemination strategy should be concise angetied to the respective stakeholders.

The current document describes the disseminatibreaements from the beginning of the
project and the dissemination strategy adoptedinvitie ACTIBIO project for the whole pro-
ject lifetime towards raising public’s participati@nd awareness. Goal of the current deliver-
able is to present the financial actions and pramat activities, in order to disseminate the
ACTIBIO project. Accordingly, the consortium’s imtigon has been the wide dissemination
of the existence of ACTIBIO and its concepts anapss. The target group can be divided it
two main categories: (a) the scientific communibd gb) the general public. Correspond-
ingly, dissemination has followed two main direaso The first one has addressed the inter-
national community on a scientific level, while thecond has served as a network promotion
to non- experts. In order to achieve the aforeroesti targets following actions have been
taken place: presentation of ACTIBIO project aestific conferences, publications at scien-
tific journals, appearance in press, participatioexhibitions and scientific events, distribu-
tion of project’s leaflets and posters, organisaid workshops, newsletter release, website
creation and ongoing updating, and production ef ACTIBIO video. These dissemination
actions are herein analytically described.

A major dissemination activity of ACTIBIO was thertsortiums participation at the EU ICT
2010 exhibition (Europe’s most visible forum forTiCesearch and innovation), which took
place in Brussels, Belgium on 27-29 September 20&éreby, ACTIBIO participated by live
demonstrations, videos, posters and representaifwee consortium. A large number of peo-
ple had the chance to test the activity relatedgeition prototype and the EEG/ECG identi-
fication modules.

In the same context, another important disseminadidivities of ACTIBIO was the patrtici-
pation of the consortium with two working prototgpat the 2010 SICUR event, which was
held in Madrid, Spain on March 2010.

Similarly, ACTIBIO’s research and potential prodaittave been also disseminated to public
(security/safety/defense industry and research aamity) in the 9th Exposec Exhibition that
has been held in Athens Greece on 24-26 May 2010.

The dissemination aimed not to change during tbgpt's duration. Nevertheless, the activi-
ties undertaken to achieve the aforementioned scbpee been continuously reassigned as
new results and achievements of the project weesgmted and new opportunities for dis-
semination arose. Consequently, the disseminatiam Ipas been continuously updated and
restructured. This is the final version of the dedable regarding public awareness. It de-
scribes the dissemination and performed activitiesl the end of the project (Month 37 —
March 2011).

In general, it can be concluded that the impaassssaent of the realised dissemination activi-
ties to the project’s target groups is positivesegi that they have pointed towards a signifi-
cant mobilisation of the partners in approaching pablic and making the project’s concept
as broadly understood as possible.
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1. Introduction

Biometrics is based on the fact that people possasgie characteristics either physiological
such as fingerprint, hand geometry, face, irishegtetc or behavioural such as gait, voice,
signature, etc. Biometrics takes advantage of tloestenctive characteristics towards auto-
matic recognition of the user. Since biometricsntdeers cannot be shared, forgotten or sto-
len, and they fundamentally represent the bodyimatrd stylish identity of the individual,
they can become a very important component ofiefficand successful person identification
systems. It becomes evident from the above thaméliocs contributes greatly in covering the
continuously growing need for security in critiggdplication, which has lead to its rapidly
gaining acceptance.

As of today (2010-2011) the international biometnarket has burgeoned with identification
tools used to scan facial characteristics, fingetprand irises. In the same context, the tech-
nology significantly increases, as businesses tnwvesecurity initiatives, while organisations
increasingly look at ways of both dealing with tieks to data remain and addressing vulner-
abilities of the biometric systems more proactively

On the one hand, ACTIBIO presents new biometricgeedaon activities, while on the other
hand, it enhances the existing biometric technaldggew multimodal biometric system has
been created, which aims to user convenience amsab continuous unobtrusive authenti-
cation. ACTIBIO designed and delivers a totally newthentication framework in the domain
of biometrics that will recognize people by measgrand analysing the human’s response to
specific activity-related events in combinationtwihe development of novel soft biometrics
authentication techniques. In this respect, it mnps substantially security, trust and depend-
ability of “always on” networks and service infragttures.

The ACTIBIO technology is pioneering and can beligdpto numerous fields like unobtru-
sive access control and continuous authenticatigecurity sensitive environments or vehi-
cle security and safety. Nevertheless, for theatailon in these areas an extensive dissemi-
nation strategy has been applied that spread irfioom to the respective key stakeholders
about the proposed methods, sensors, concepts @MdBRKO’s innovations. Moreover, an
extensive research has been performed regardinprteoming needs of the market in the
near future. In this context, each partner of ACCORonsortium developed its own exploita-
tion plan for in order to make a product out of thedality they have offered to the ACTIBIO
system. Similarly, a global exploitation plan foetcommercial promotion of the whole AC-
TIBIO system. These plans are expected to be eghiia the creation of a spin-off company,
as agreed by the ACTIBIO partners.

Furthermore, biometrics is a sensitive issue wisicbuld be plainly presented to the people
who may be unwilling and sceptical to adopt suchpliagtions to their daily life. Often this
reluctance is a result of people’s unfamiliarityttwbiometrics technology and its capabilities
in security. In such cases, the disseminationegyainformed people about the process of
high-security biometrics in order to eliminate theiejudism. The aim was to stress the ad-
vantages of high security biometric systems, wéikdicating their image as highly intrusive
and privacy violating, in order to make people avaf the harmlessness and easiness of
biometrics.

As with all publicity exercises the choice of atolistive project name and an eye-catching
Logo are important. ACTIBIO acronym stems from “Utraisive Authentication usingC-
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Tlvity related and sofBIO metrics”. This acronym has the advantage of noad@opular
and thus, web search engines, such as Google agemencise lists of references when asked
and the website of the ACTIBIO project appearshantop of the results list.

1.1 Scope

A dissemination strategy taking into consideratio@ gender of the target groups as well as
aspects related to science and society is essémtiabtaining the above. The current version

of this deliverable (D9.4 Report on raising pulgarticipation and awareness including gen-
der and science & society related aspects) desctitedissemination strategy followed dur-

ing the project lifetime and forms an extended ysialof the steps that have already been
taken towards attracting the public participatiord awareness. The financial actions and
promotional activities are also presented. The arjmaim has not only been the spreading of
the project-related knowledge and information ressak widely as possible (eliminating this

way the prejudice against biometrics), but alsediablish a close cooperation with end-users,
scientific and professional communities.

1.2 Structure
The deliverable is organized as follows:

Chapter lintroduces the deliverable, defines its scope amttsire.

Chapter 2 describes the steps that have been taken in ardewprove public partici-
pation and awareness regarding ACTIBIO project. Ghapter consists of two main
subsections related to the actions oriented testhentific community and the actions
oriented to the general public, respectively

Chapter 3 presents the actions that are been planned byotsodium, for a period
after the projects official end.

In chapter 4 conclusions are drawn for this deliverable.

Finally, chapter 5 includesannexes about the ACTIBIO presentation, Newsletters
video description, and press releases.
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2. Dissemination strategy, implemented actions

2.1 Overall dissemination strategy

This chapter focuses on the implemented actionlseoACTIBIO consortium to increase pub-
lic participation and awareness in the area. Tlhmgéemented actions are based on both the
goals of the dissemination strategy as well agdhget group. Concretely, all dissemination
activities realised within the project aim to futfie following specified goals:

1. To disseminate widely the ACTIBIO concept.

2. To diffuse the project achievements in general ipuas well as to specific stake-
holders through participation to major events, wgbdps and publications to scientific
journals related to ACTIBIO objectives.

3. To increase public awareness about the very semditit also important issues AC-
TIBIO addresses.

4. To broadcast the ACTIBIO results and achievementké interested actors.

By the term “target group” the groups of peoplelmspecial characteristics that are possibly
interested in the ACTIBIO project’s concept andutessare meant. They may be interested in
ACTIBIO for different reasons such as scientificopofessional or just being EU citizens in-
terested to the research on the specific arealendftects on their every-day life. A crucial
task for the appropriate design of the disseminagictivities is the definition of the dissemi-
nation’s target group. The target group can bedddiin two main categories:

(a) the scientific community, including universitiegsearch institutes, associations for
biometrics, and other related FP7 projects and

(b) the general public, consisting in the end userdifle drivers, employees in re-
stricted areas such as laboratories, defence latstals, etc), industry/companies
(Industries producing security/safety devices, senslevelopers, companies with
high security facilities (laboratories, banks ettrick industries, etc) as well as pub-
lic administrations organisations and networks (&l authorities, municipalities
EC directorates and working groups)

All undergoing dissemination activities reach e#nte specific target groups. Below the ac-
tions performed for the scientific community ane #ictions performed towards the general
public are presented. The scientific community riee section includes information about
conferences and events where ACTIBIO has beeremiexd, publications in scientific jour-
nals and books as well as important links with ofitejects. The general public oriented sec-
tion of the report focuses mainly on the ACTIBIObs#e, the project’s brochure and poster,
workshops and various public events that ACTIBICsvpaesent. Especially within the last
year of the project, great effort has been puthendissemination of ACTIBIO’s innovative
technologies and acquired knowledge via world-knoumternational exhibitions (i.e. ICT
2010, SICUR 2010, EXPOSEC 2010). Apart from thatioas that have been addressed to
the scientific community and to the general puldiech as project’s deliverables, which are
open to the public, project’'s Newsletters and tker's forum, are included in the section
about the general public.
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2.2 Scientific community

2.2.1. Conferences/Journal publications

There is a wide variety of conferences relatedhéotéchnology implemented in the ACTIBIO
project. The selection of those that ACTIBIO wi#t bepresented is not an easy task since the
project needs to combine the strong appearancheoimternational scientific forum with the
limits the travel budget imposes. In the followitadple the list of the conferences, at which
ACTIBIO was attended is presented. Within mosthef following publications, significant
effort has been put into raising the public awassrtewards the increased potential of the dy-
namic traits for biometric recognition. The prowldiest includes all dissemination activities
performed in the context of ACTIBIO for the wholerdtion of the project.

Table 1: Overview table of the conferences, workshops, atevACTIBIO was attended

Date Type and Title Partner responsible

30 Mar. — 4 Apr.| “Gait recognition using multiple views” in pro- | KCL
2008 ceedings of IEEE Intl. Conference on Acousti¢s
Speech and Signal Processing, Las Vegas, USA

14-18 April “Recognition of human activities using LayeredCERTH/ITI
2008 Hidden Markov Models”, In Proceedings of EU
rographics '08, Crete, Greece

9-10 June 2008 “Recognition of human actions ukanggered CERTHI/ITI
Hidden Markov Models”, In Proceedings of
IAPR Workshop on Cognitive Information Pro¢-
essing, Santorini, Greece,

29 August 2008 “Activity-related Biometric Authecdition”, CERTHI/ITI
Proceedings of the eNTERFACE '08 WorkshailzURECOM
Paris. UPC
8-10 October | “Facial gender recognition using multiple EURECOM
2008 sources of visual information”. IEEE Signal

Processing Society, International Workshop op
Multimedia Signal Processing, Cairns, Australia

12-15 October | “Particle Filtering and Sparse Sampling for UPC

2008 Multi-Person 3D Tracking”. In Proceedings of
IEEE International Conference on Image Prod
essing (ICIP), San Diego, California, USA

12-15 October| “Segmentation and Tracking of Static and Moy-UPC

2008 ing Objects in Video Surveillance Scenarios”. [n
Proceedings of IEEE International Conference
on Image Processing (ICIP), San Diego, Califor-

nia, USA
12-15 October| “Shape from Inconsistent Silhouette in Video | UPC
2008 Surveillance Scenarios”. In Proceedings of IEEE

International Conference on Image Processing
(ICIP), San Diego, California, USA
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Date

Type and Title

Partner responsible

18 October
2008

“Shape from Probability Maps with Image-
Adapted Voxelization”. ECCV workshop on
Multi-camera and Multimodal Sensor Fusion
Algorithms and Applications (ECCVO08-
M2SFA2), Marseille, France

uUPC

5-8 February
2009

“Indoor PTZ Camera Calibration with Concur-
rent PT Axes”. International Conference on
Computer Vision Theory and Applications
(VISAPP), Lisboa, Portugal

UPC

5-8 February
2009

“Feature-Based Annealing Particle Filter for R
bust Body Pose Estimation”. International Cor
ference on Computer Vision Theory and Appli
cations (VISAPP), Lisboa, Portugal

ouPC

19-24 April
2009

“Model-based Human Gait Recognition Using
Fusion of Features”. International Conference
Acoustics, Speech, and Signal Processing.

KCL

on

4-6 May 2009

“Voxel-based Annealed Particle Filigrfor
Markerless 3D Articulated Motion Capture”.
3DTV Conference, Potsdam, Germany

uPC

6-8 May 2009

“Face tracking using a region-basednyshift
algorithm with adaptive object and backgroun
models”. 18 International Workshop on Imagse
Analysis for Multimedia Application Services,
WIAMIS 2009, London, UK.

j -

UPC

2-5 June
2009

“A First approach to Contact-Based Biometric
for User Authentication”. "8 IAPR/IEEE Inter-

national Conference on Biometrics, University
Sassari, Italy

5

CERTHI/ITI

of

5-7 July 2009

Special session on “Biometric recbgniand
verification of persons and their activities for
video surveillance” at the Yénternational Con-
ference on Digital Signal Processing (DSP
2009), Santorini, Greece.

KCL
CERTH/TI

5-7 July 2009

“Gait recognition based on time-frexgey
analysis” in the 18 International Conference or

L

KCL

Digital Signal Processing (DSP 2009), Santorini,

Greece.

5-7 October
2009

“Face dynamics for biometric people recogni-
tion”. IEEE International Workshop on Multi-

media Signal Processing (MMSP’09), Rio de
Janeiro, Brazil

EURECOM

7-10November
2009

“Multi-resolution illumination compensation for
foreground extraction”. IEEE International Cor
ference on Image Processing (ICIP), Cairo Eg

L

UPC

ypt

7-10November
2009

“Towards a low cost multi-camera marker-bas
human motion capture system”. IEEE Interna-
tional Conference on Image Processing (ICIP
Cairo Egypt.

edPC
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Date Type and Title Partner responsible
7-10November | “Bayesian foreground segmentation and trackingPC
2009 using pixel-wise background model and region-

based foreground model”. IEEE International
Conference on Image Processing (ICIP), Cair

Egypt

O

7-10November
2009

“Performance Evaluation of Probability Densit
Estimators for Unsupervised Information Theg
retical Region Merging”. IEEE International

Conference on Image Processing (ICIP), Cair

Egypt

yUPC

|®)

30 Nov - 2 Dec
2009

“Event Related Biometrics: Towards an UnobA
trusive Sensing Seat System for Continuous
Human Authentication”. ® International Con-

ference on Intelligent System Design and Appli

cations (ISDA'09).

UNIPI

14-19 March
2010

“Gait recognition for random walking patterns
and variable body postures” Accepted for pub
cation in the proceedings of the 2010 IEEE Inf
Conference on Acoustics Speech and Signal
Processing, Dallas, Texas, USA.

KCL

17-21 March
2010

“On the Potential of Activity Related Recogni-
tion”, in the proceedings of the International

Joint Conference on Computer Vision, Imagin
and Computer Graphics Theory and Applicatic
(VISIGRAPP 2010 - VISAPP), Angers, France

CERTH/TI

0
NS

h

July 2010

Fusion Operators for Multi-Modal Biomet
Authentication Based on Physiological Sigha
2010 IEEE World Congress on Computatio
Intelligence (WCCI2010)

[ISTARLAB

S,
nal

23-27 August
2010

Virtual view appearance representation for
man motion analysis in multi-view enviro
ments. A: European Signal Processing Con
ence. "European Signal Processing Conferé
(EUSIPCO 2010)". Aalborg: 2010, p. 959-963

hUPC
"]_
fer-
pnce

08-10 Septem-
ber 2010

Biometrics and Electronic Signatur
(BioSig2010) “Activity Related Biometric
based on motion Trajectories”

eE€ERTH/ITI

~

D>

10 September
2010

"On the reliability of eye color as a soft biom
ric trait,” Applications of Computer Visio
(WACV), 2011 IEEE Workshop on , vol., ng
pp.227-231, 5-7 Jan. 2011

cEURECOM
i

26-29 Septem-
ber 2010

IEEE International Conference on Image Pr|
essing, “Surface Reconstruction by Restrig

ocPC
ted

and Oriented Propagation”
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Date Type and Title Partner responsible
26-29 Septem- | IEEE International Conference on Image ProdPPC
ber 2010 essing, “Photo-Consistent Surfaces from| a
Sparse Set of Viewpoints”
26-29 Septem- | IEEE International Conference on Image ProdiPC
ber 2010 essing “Joint Estimation of Shape and Motjon
from Silhouettes”
27-29 Septem- | IEEE Fourth International Conference on Bj&=URECOM

ber 2010

metrics: “Soft biometrics systems: Reliability
A. Dantcheva, J.-L. Dug

and scaling laws”,
lay, and P. Elia.

j€-

27-29 Septem-
ber 2010

IEEE Fourth International Conference on Bi
metrics: “Weight estimation from visual bo
appearance,” C. Velardo and J.-L. Dugelay.

OEURECOM
ly

27-29 Septem-
ber 2010

Dantcheva, A.; Dugelay, J.-L.; Elia, P.; , "S

biometrics systems: Reliability and asymptd

bounds,” Biometrics: Theory Applications a

Systems (BTAS), 2010 Fourth IEEE Interr

tional Conference on, vol., no., pp.1-6,

pEURECOM
tic
nd

a_

26-29 Septem-

"Gait recognition using Linear Discrimina

NKCL

ber 2010 Analysis with artificial walking conditions," Imr-
age Processing (ICIP), 2010 17th IEEE Interna-
tional Conference on, vol., no., pp.2461-2464,
4-6 October IEEE MMSP 2010, “Person Recognition using @URECOM
2010 bag of facial soft biometrics (BoFSB)”
25-29 October | “BIOFACE: a biometric face demonstrator. I[FURECOM

2010

Proceedings of the international conference
Multimedia (MM '10)”

on

29 October 201(

“From Silhouettes to 3D Points to Mesh', AQ

Workshop on 3D Video Processing (3DV
Florence, Italy.

N)PC
D),

29 October 201(

)

“Human Body Tracking of Tennis Players usi
Hierarchical
Windows”, ACM MultiMedia Grand Challenge
Florence, Italy.

Particle Filtering and Variab

NOPC
le

17 November
2010

“How can body motion capture and gest

analysis help in the annotation of large vic

datasets’, AVATecH expert workshop, M

Planck Institute for Psycholinguistics, Nijmegg

The Nederlands.

HePC
eo

ax
b,

25-29 October
2010

ACM Multimedia 2010 “Event-based unobtr
sive authentication using multi-view image
guences”

$e-

UCERTH/ITI

29 October 201(

“From Silhouettes to 3D Points to Mesh', AQ

Workshop on 3D Video Processing (3DV
Florence, Italy.

N)PC
D),
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Date Type and Title

Partner responsible

29 October 201(
Hierarchical

Windows”, ACM MultiMedia Grand Challenge
Florence, Italy.

“Human Body Tracking of Tennis Players usi
Particle Filtering and Variab

NOPC
le

17 November
2010

“How can body motion capture and gest
datasets’, AVATecH expert workshop, M

The Nederlands.

analysis help in the annotation of large vic

Planck Institute for Psycholinguistics, Nijmegé

HEPC
€o

ax
BN,

20-25 June 201]
Spherical Harmonics”, IEEE Computer Vision

and Pattern Recognition (CVPR), accepted fo
publication)

| “Activity related biometric Authentication using

CERTH/TI

-

In the following table the list of the articles pighed in journals is

Table 2: Articles published in Journals

presented.

Journal and Title

Partner responsible

“Trajectory Tree as an Object-oriented HierarchiRapresentation
for Video”. IEEE Transactions on Circuits and Systems for Vide
Technology(2009), 19 (4): 547-560, ISSN:1051-8215

UPC
D

“Human Gait Recognition based on Multiview Gait Beqces”
EURASIP Journal on Advances in Signal Proces&x@§8), Article
ID 629102, doi:10.1155/2008/629102

KCL

“A Sensing Seat for Human Authenticatiof®EE Transactions o
Information Forensics and Securi009), 4: 451-459, ISSN 155
6013

NUNIPI
6-

“Connected operators: A review of region-based rnolggical im-
age processing technique$ZEE Signal Processing Magazir&b
(6): 136-157, (November 2009)

UPC

“GAT: A graphical annotation tool for semantic regs”’, Specia
Issue "Data semantics for multimedia systems" Multimedia
Tools and ApplicationsSpringer, Volume 46, Issue 2, pp. 155-1
(January 2010)

uPC

74,

“Gait Recognition Using Geometric Features and 8admetrics”.
IEEE Signal Processing Lettergol. 17, no. 4, pp. 367-370, (Ap
2010)

CERTH/ITI
ril

“Improved 3D Reconstruction in Smart-Room Enviromtseusing
ToF Imaging,” Computer Vision and Image Understandi
Volume 114, Issue 12, Special issue on Time-ofHEliGamerg
Based Computer Vision, December 2010, Pages 1386-13

UPC

ng
L

“Shape from incomplete silhouettes based on theojeqtion error”
Image and Vision Computing010 (accepted for publication)

UPC
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Journal and Title

Partner responsible

“Region Merging Techniques Using Information The@tatistica
Measures”,IEEE Transactions on Image ProcessirZp10, (ac
cepted for publication)

uUPC

“Unobtrusive behaviour and activity-related multidab biometrics
the ACTIBIO authentication conceptThe ScientificWorld JOUR
NAL 11, 503-519. DOI 10.1100/tsw.2011.51.

CERTH/TI

In the following table the list of the book chapt@nd books is presented.

Table 3: Book chapters

Book chapters

Partner responsible

“Unobtrusive biometric identification based on galh Biometrics:

theory, methods, and applicatigri¥. Boulgouris, K. Plataniotis, E.

Micheli-Tzanakou (Eds), Wiley /IEEE Press, 2009

KCL

Multimodal signal processing: Theory and applicasdor human

computer interactiond.P.Thiran, F. Marques, H. Boulard (Eds), &

sevier, 2009, ISBN: 978-0-12-374825-6

UPC
|-

“Computers in the Human Interaction Loop”. Handbook on Am
bient Intelligence and Smart Environments (AlSE) Nakashima
H. Aghajan, J.C. Augusto (Eds.), pp. 1071-1116jrger, Januar
2010

-UPC

y

“Image and Video Processing Tools for HCI"Multimodal Signa
Processing for Human Computer Interacti@tsevier (To appear)

UPC

“Biometric monitoring of behaviour” irHandbook on Ambient A
sisted Living for Healthcare, Well-being and Reltigddion, 10S
Tech, (To appear in 2011).

SCERTH/ITI

“Biometric keys for the encryption of multimodalgsatures” in
Biometrics / Book 2, Intech 2011

CERTH/ITI

Bag of soft biometrics for person identificationuMmedia Tools

EURECOM

Appl. 51, 2 (January 2011), 739-777.

2.2.2. Events

One of the first events at which ACTIBIO was prdsdntook place in Italy. The ACTIBIO

the Department of Neuro-
e 18, 2008 (Figure 1). The
nd behavioural biometrics;

project was presented by Emilio Mordini througheagar held at
physiology of the University Campus Bio-Medico obrRe on Jun
title of the presentation was “Automatic recogmitithrough soft a

ethical, policy and anthropological problems”. Tgresentation can be found in Annex |.
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TRTEA CAMPLEG MO-WEHCO [ ADMA

Area di Flsiologia ¢ Isliuto di Filosolia dell'Agire Scientilice e Tecnologice (FAST)

= o Riconoscimentio automatico tramite hiometrie
¥ soft e comportamentali: problemi etici,
= politici e antropologici

Relatore: Prof. Emilio Merdini
Centre for Science, Soclety and Citizenship, Roma

L'avwento dalla seconda generazions di biometrie per il riconoacimentn
gli  essori umlm rappresenta  un appassionante sfida

automatico de
scientifica ehe :Iﬂhiada un'afienta discussions delle sus  implicazioni
uﬂcht pomm -;% lcm 0] wmnadn prinde o mosse dalla

rizione di un rcerca sttualmente in corso (M r)gﬂtn
A-:millﬂ: per ltln:m il tema pii vasto dell'uso di b
mportamentsll & soft par I'sutenticazione e [dentificazions dulla-
pﬂmelndlvnrd:

Mercoledi, 18 Giugno 2003

Ore 9:00 - 10:30, Aula R3

Pole di Ricerca Avanzata (PRABB)

Via Alvaro del Portillo, 21 - 00128 Roma
Info: {.salvadori@unicampus. il

Se

Figure 1: Invitation of the ACTIBIO seminar at the DepartmeffNeurophysiology of the University Campus
Bio-Medico of Rome

Furthermore, the ACTIBIO project was presented inithe framework of the"? European
workshop of the European Research towards Trustenbiént Intelligence (Euro-
TRUSTAMI'08), on September 2008. The aims of EurddBRXAmI were to provide a com-
prehensive vision of the European Research Prdjeatsleals with advancing the Aml vision
and providing secure and dependable computing @mvient in a context of open, heteroge-
neous and dynamic networks.

ACTIBIO has also represented by its coordinatothim RISE workshop, held in Brussels on
September 2011 and aimed at exploiting the emergfinigal, policy and social issues raised
by ICT and security technologies in Europe. Amotiteos, RISE aimed at promoting the in-
volvement of key European stakeholders, such adatys, responsible agencies, lawmaking
bodies, industry, third party privacy solutions\ad®ers and consumers representatives, in set-
ting security technology policy in Europe.

Last but not least, a key-note presentation, reggrihe technological and socio-economical
issues raised by ACTIBIO project, was held in Belsat the at European Commission / DG
Information Society and Media, ICT for Trust ancc@aty Unit, Brussels.
Table 4 summarises the events, where the ACTIBtept was present.

Table 4: Events at which ACTIBIO patrticipated

Date Type and Title Partner responsible

18 June 2008 Seminar at Dept of Neurophysiologymfer- | CSSC
sity Campus Bio-Medico, Rome entitled
“Automatic recognition through soft and behav-
ioural biometrics; ethical, policy and anthropo-
logical problems”.
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Date Type and Title Partner responsible

16-18 Septem-| Project presentation at EuroTRUSTAmMI'QEURECOM
ber 2008 Sophia-Antipolis, French Riviera

23 September | Participation of the ACTIBIO coordinator, DrCERTH/ITI
2010 Tzovaras, to the RISE workshop on “Ethical and

Policy Implications of Global Mobility and Se

curity” in Brussels.

174

4 November | Key-note presentation “ACTIBIO, Privacy ProCERTH/ITI

2010 tecting Biometric Authentication Schemes”,
held by ACTIBIO’s coordinator Dr. Tzovaras [at
European Commission / DG Information Saci-
ety and Media, ICT for Trust and Security Unit,
Brussels.

2.2.3. Links with other projects

HUMABIO (Human Monitoring andAuthentication usingiodynamiclndicators and Be-
havioural Analysis) [1]

HUMABIO was a research project co-funded by thedpean Commission under th& 6
Framework Programme and the Information Society &dM thematic area. It evolves
around two main axes:

e Continuous, robust and unobtrusive authenticasioras to prevent unauthorised ac-
cess to areas and resources and

e Validation of nominal physiological initial staend monitoring of the physiological
state of the user, before and during the execwimafety critical tasks, so as to pre-
vent risky situations and minimise accidents tlmatdue to human errors.

The HUMABIO approach was to fuse novel and emergiognetric modalities with existing,
advanced biometric techniques into a multimodahtatysic platform. HUMABIO was one of
the first EU projects that focused biometric reskawn the convenience of the user and the
unobtrusiveness of the approach in order to prosalations fully integrated to Aml infra-
structures. It performed pioneering research oruteeof physiological biometrics, extracted
from “always on” modalities such as the EEG and E@G of the user. On the other hand,
being a pioneering project, HUMABIO, used specstdct protocols on data acquisition in
order to reliably estimate the potential of these iypes of biometrics for authentication.

ACTIBIO, building upon the HUMABIO project, invegtited activity-related physiological

and behavioural biometrics in combination with doifbtmetric technologies for continuous
user authentication and monitoring. ACTIBIO was step further towards analyzing the re-
sponse of the user to specific stimuli generatethbyenvironment while the user is perform-
ing everyday tasks, i.e., without following a siiegbrotocol.

At the ICT event in Lyon (November 2008) ACTIBIOhRUMABIO shared the same exhi-
bition stand, and were presented jointly (for mafermation 2.3.6.).
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MOBIO (Mobile Biometry) [2]

MOBIO is a European Funded project under the-Famework Programme (FP7-2007-ICT-
1). It focuses on biometric person recognition frpontable devices, using existing sensors on
mobile phones and PDAs such as cameras and miarephdhe concept of MOBIO is the
development of new mobile services secured by hieenauthentication means, so that the
user is authenticated for access to online sendndssecure financial transactions. The scien-
tific and technical objectives of the project irsdurobust-to-illumination face authentication,
robust-to-noise speaker authentication, joint bdal@uthentication as well as model adapta-
tion and scalability. Accordingly, MOBIO collectslarge bi-modal (audio/visual) database
recorded from mobile phones.

During the ' pan-European ACTIBIO Workshop cooperation betwsEDBIO and ACTI-
BIO was discussed in the fields of algorithms, sensand evaluations tests. Furthermore,
there is a link of ACTIBIO website at the websiteMOBIO under the section “News and
Press”.

HIDE (Homeland Security, Biometric Identification & Benal Detection Ethics) [3]

HIDE is a project promoted by the EC under tleFramework Programme (FP7 Capacities)
and coordinated by the Centre for Science, Soeirty Citizenship, an independent research
centre based in Rome (IT), which is also a partfi¢he ACTIBIO project.

HIDE aims to establish a platform devoted to mamiip the ethical and privacy implications
of biometrics and personal detection technolodtesill engage in a comprehensive scanning
of existing resources on ethics and privacy of latios and personal detection technologies,
it will set up a permanent platform devoted to exiplg the issues involved in ethics and pri-
vacy of new and personal detection technologiewjlitreframe and promote debate on the
most controversial ethical and privacy issues thisg the convergence between biometrics
detection and identification technologies.

The ethical guidelines that ACTIBIO project has pigal as well as the ethical, legal and pri-
vacy issues raised by ACTIBIO technologies are thase the outcomes of the HIDE. Fur-
thermore, there is a link of ACTIBIO website at thebsite of HIDE under the section Refer-
ences Biometrics Response to user specific stimuli.

BEST NETWORK (BiometricEuropeansTakeholders\ETWORK)

BEST NETWORK is a European Thematic Network on f@dsnformation and biometric
technologies, based on four pillars: 1) techniselentific, and industrial excellence; 2) legal
analysis and compliance; 3) ethical awareness ansits/ity; 4) public and democratic trans-
parency and scrutiny. BEST NETWORK will draw togattkey stakeholders including the
finest experts from across the EU to determine bonetrics can most appropriately be ap-
plied in the context of the Charter of Fundamemajhts of the European Union. Conse-
guently, the link to ACTIBIO project is obvious. &lapplication of the ACTIBIO multimodal
biometric system in the context of the Charter mhdamental Rights of the European Union
Is based upon the outcomes of the BEST NETWORK. Agrtbe 33 partners of the Projects,
two, the CSSC and the CERTH/ITI, are also partoétee ACTIBIO projects.
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TURBINE (TrUstedRevocableBiometricldeNtiti ES) [4]

TURBINE is a research project funded by the Eurapéaion under the "7 Framework Pro-
gramme for Research and Technology DevelopmentoVerall objectives of TURBINE are:
(a) to develop an innovative, privacy enhancinghietogy solution for electronic identity
(elD) authentication through fingerprints biomedriand (b) to demonstrate the performance
and security of this solution for use in commerel) management application as well as its
benefit for the citizen in terms of enhanced prwacotection and user trust in electronic
identity management through the use of fingerprints

The TURBINE technology will protect the biometriemiplate by cryptographic transforma-
tion of the fingerprint information into a non-imdle key that allows matching by bit-to-bit
comparison. To enhance user trust, this key wslb dle revocable, i.e. a new independent key
can be generated using the same fingerprint. Detarisy and protection is a very essential
issue for ACTIBIO project. Therefore, ACTIBIO folks the progress of the TURBINE pro-
gress and it is interested in its outcomes.

Finally, there is a link of ACTIBIO website at tivebsite of TURBINE under the section Re-
lated links.

2.3 Public community

Activities related to raising public participati@nd awareness of the ACTIBIO consortium
aimed at spreading the knowledge and informatioprofects’ results as widely as possible.
The following paragraphs present in details theastthat have been implemented with vari-
ous dissemination channels during the projectiifet

2.3.1. Website

A public available website was launched early ie gnoject. It has been created to (a) dis-
seminate project’'s concept, objectives, outconm@svations and activities, (b) share docu-
ments and resources as well as (c) help in co-atidim of ongoing project work. It includes

public documents deriving from the project workg(edeliverables), which are regularly up-
dated and offers links to other relevant sites saglpartners’ websites. Among the website
goals is to address itself to the general publigtifyy the project lifetime the achievements
made by the consortium partners were disseminatéaetgeneral public through the website
contents. News, public deliverables as well asi@pdtion to major events have been in-
cluded in the corresponding sections, informing ploéential stakeholders for the results of
the project.

The website is hosted by CERTH/ITI and is availalde the following address:
www.actibio.eu The ACTIBIO website will be maintained for at #d. year after the end of
the project. Figure 2 and Figure 3 depict receapshots from the ACTIBIO website.
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Latest News Events & Conferences
Project News
ST T ACTIBIO Stand at ICT Event 2010
Newsletters

Posted on Mon, Oct 11th 2010 by Site Admin

Reperts and Papers ACTIBIO was present with a stand in the ICT Event 2010, held in Brussels on
September 27th-259th

ICT Event is one of Eurape’s latest cutting adge ICT research events, in which
ACTIBIO some of the of the
ACTIBIO prototype

1) The multimedal activity related authentication module

2) The workplace gait authentication module

3) The abnormal event detection module

Many key stakeholders {biometric providers solutions) as well as end-users from

various domains tested the online recognition system (via live enrolment to the local system database) and expressed their
positive opinion for the implemented system. The main objective of the exhibition was to promate the innovative resuits of
the ACTIBIO project to & wider community of potential sers. and to provide & basis for future challenges in the ICT domain
In addition to the experimental demenstrators, project leaflets were distributed that were specifically designed for the event.

Attachments
& ICT 2010 (png, 212KB)

the ACTIBIO Consortium

Figure 2: Updating the content of ACTIBIO website with phofosm the ICT event 2010, Brussels.
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Documentation Publications

Journals / Book Chapters

[ 1] Xiaxi Huang and Nikolaos V. Human Gait Recognition based on Muttiview Gait Sequences’ ¢, EURASP
Journal on Advances in Signal Processing

[2]C. C. Dorea, M, Pardds, . Marques, “Trajectory Tree as an Object-oriented Hierarchical Represntation for Video” , EEE
Transactions on Circuits and Systems for Viden Technology (2008), 19 (4): 547-560, ISSN:1D51-8215, April 2009,

[31M. Ferro, G. Pioggia, A. Tognetti, H. Carbonaro, and D. De Rossi, “A Sensing Seat for Human Authentication®, EEE
Transactions on Information Forensics and Securty (2009}, 4 451-459, ISSN 1556-6013, Sept. 2008.

4] Xiaxi Huang and likolzos V. is, “Unobirusive Biometric denti Based on Gait’, Book Chapter in Biometrics:
theory, methods, and application: EEE Press, December 2009
doi URL: hitp://dx.doi.org/10.100: 0522356.ch21 ¢

151 K; Tzovaras, D G.; “Gait Recogniion Using Geometric Features and Soft Biometrics."> #
Signal Processing Letters, IEEE , vol17, no.4, pp.367-370, April 2010, doi: 10.11081L5P.2010.2040927

[6]Drosou, A, loannidis, D., Moustakas, K., and Tzovaras, D. (2011) Unobtrusive behavioral and activity-related muttimodal
biometrics: the ACTBIO concept. JOURNAL 11, 503-518. DOI 10.11004sw 2011.51.

[7] Antitza Dantcheva, Carmelo Velardo, Angela D'Angelo, and Jean-Luc Dugelay. 2011. Bag of soft biometrics for person
mennrcam Wultimedia Tools Appl 51, 2uanuary2um 738.777. DOI10.1007/511042-010-0835-7
Jidx.d0i.orgi10.1007/511042-010-0635-7

[8] Sigurion Ami Guethmundsson, lontse Pardas, Josep R. Casas, Johannes R. Sveinsson, Henrik Aanaes, Rasmus Larsen,
Improved 3D reconstruction in smart-room environments using ToF imaging, Computer Vision and Image Understanding, Volume
114, Issue 12, Special issue on Tme-of-Fight Camera Based Computer Vision, December 2010, Pages 1376-128¢, 138N 1077-
3142, DOL 10.1016/ cviu. 2010.07.011

Conferences ! Workshops

[1] Serafeim Perdikis, Dimitrios Tzovaras, “Recognition of human activities using Layered Hidden Markov Models”, In
Pracesdings of Eurographics ‘08, Crete, Greece, 2008

[2] Federico Matta, Usman Saeed, Caroline Mallauran, Jean-Luc Dugelay , “Facial Gender Recognition Using MHuftiple
Sources Of Visual Information®, in IEEE MMSP 2008, Cairms.

[3] Serafeim Perdikis, Dimitrios Tzovaras, *Recogntion of human actions using Layered Hidden Markov Models™ #, In
Pracesdings of 2008 IAPR Workshop on Cognitive Information Pracessing, Santorini, Greecs, 2008

[4]J. Salvador, J. R, Casas,, “Shape from Frobabilty Maps with Imsge-Adapted Voxeiization® ¢, ECCY workshop on Wuti-
camera and Mult-modal Sensor Fusion Algorithms and Applications (ECCV0S-M25FA2)

[5]C. Canton-Ferrer, R. Sblendido, J.R. Casas, M. Pardas, “Particle Fitering and Sparse Sampling for Multi-Person 30
Tracking” ¢, International Conference on Image Processing (ICI), San Diego (California, USA), October 2008,

1610, Gallenn. M. Pardas “Seamentation and Tracking nf Static: and Mavinn (Ihiects in Viden Survellance Seenaring * 2

Figure 3: Project publications (updated March 2011) in tHewant section of the ACTIBIO website.

For a better understanding of the website’s strecits sitemap is illustrated in Figure 4. The
easy to navigate home page directs a user to otieed sections, i.e. (1) the project (objec-
tives and methodology), (2) the partners (contath @f each of the partnerstitutions in-
volved, with a link to their own website), (3) rétisu/documentations and reports of the pro-
ject such as deliverables, and publications inrjals; book chapters and conference proceed-
ings), (4) news and events, (5) user forum, andif& to other relevant sites such as part-
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ners’ websites. The popularity of the website imdestrated in the following figures, where
the website’s unique visits statistics is illustcfor the whole duration of the project.

ﬂ = 0 3 |0 B b sosninis b bl et .
T e P e -~ TP e A e e L e i Lo S = e T B e TR T T

(E' E AcTIBIO @ |
Umonerusien dutiarrme sriss Uning ATy Reusd sl 3o S0weerun
=]

sitemap

« oz Mage
3 AL
VTR
w ethskingy
o Fanrers
s NIRRTl

+ Cullkzanans

Ly Lpigny

Sre92

Haa 2005 Aua 2005 How 2005 Feb 2009 Hagq 2009 Aug 2009 Houw 2009 Feb 2010

2008 Dec 2005 Har 2009 Jun 2008 Sep 2008 Dec 2009 Har 2010

Lk 2F " [
dul 2005 Oct 2005 Jan 2008 Ape 2009 Jyl 2009 Oct 2009 Jan 2010

Figure 5: ACTIBIO website unique visits statistics (grey* yiear; blue: ¥ year)

March 2011 22 CERTH/ITI



Deliverable N. 9.4 Dissemination Level (PU) Contrac  tN. 215372

8.000

7.000

6.000

5.000

4.000

3.000

2.000

1.000

Mar-10 Apr-10 May-10 Jun-10  Jul-10 Aug-10 Sep-10 Oct-10 Now10 Dec-10 Jan-11 Feb-11 Mar-11

Figure 6: ACTIBIO website unique visits statistics coveritg t3 year (March 2010 — March 2011). Total hits
are over 150.000.

A detailed description of the ACTIBIO website iepented at the document D9.2 “Project
website report” [5], which can be freely downloadeam the website.

2.3.2. Project brochure (leaflet) and poster

A leaflet and a poster have been designed to diss¢enproject concept and objectives. Some
of them have been already distributed at projeatksltops and conferences, where project
members have participated. Until now around 50fidesaand more than 30 posters have been
produced.

Both the project brochure (leaflet) and poster lbardownloaded from the ACTIBIO website
for free use and distribution. The following figar#lustrate the ACTIBIO leaflet and poster,
respectively, while Figure 9 illustrates the postethe ACTIBIO consortium in the ICT 2010
event. A more detailed description of the leafied @oster can be found in deliverable D9.1
“Dissemination plan and material” [6] which can foeely downloaded from the ACTIBIO
website.
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Figure 7: Top-1st page of the ACTIBIO leaflet, Bottom-2nd payf the ACTIBIO leaflet.
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Unabtrushme
ﬁ Authentication Using ACTlvity
Retated and
Soft BIOmetrics

Figure 8: The ACTIBIO poster
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Figure 9: The ACTIBIO poster in ICT 2010 event

2.2.4. ACTIBIO Workshop

ACTIBIO first pan-European workshop has taken plaeehe 28 of April, at Earls Court in
London. The workshop was organized in conjunctiaiin Wwnfosecurity Europe 2009 confer-
ence, which is Europe’s No.1 Information Securityeft. Many information security profes-
sionals addressed the challenges of today whileapirey for those of tomorrow. Outside the
workshop room ACTIBIO leaflets were available toyame interested in the project.

During the workshop the ACTIBIO concept and objeesi became known to the audience
which consisted of internal and external to thggmioexperts as well as other interested par-
ties. Preliminary results were presented stimulgfeedback from the audience, which is a
useful input towards the development of the bioioetrodules and the final prototype. The
following figure illustrates an overview of the aedce participated at the workshop.
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Figure 10: An overview of the audience duritige workshop.

A brief outline of the presentations and the cqroesling discussions can be found in tffe 3
Newsletter, which is included in the annex (Anndx Milestone M29 “Workshop Proceed-
ings” [7] comprises the detailed outline, as wallthe presentations of the workshop and can
be freely downloaded from the ACTIBIO website. Merkshop’s invitation can be found at
Annex II.

2.3.3. Newsletter

An electronic newsletter has been issued reguéartyy six monttfs as initially planned. The
newsletter is a custom mean for European projectgltiress a bigger audience and the gen-
eral public. The procedure for issuing the newstat the following: the editor (CERTH/ITI)
will issue the table of contents for the next nettsk and ask for contributions from specific
selected partners (mainly WP and Activity leadef$le contributors have to send their arti-
cles/contributions within a specific time periodth@ editor, who afterwards will compile the
contributions and develop the final newsletter.

In total, 6 newletters have been issued and uptbadethe project’s public website. The
newsletters included newsflashes on the projedfwifies and short articles on interesting
achievements, as the project’'s work was progresamgvell as comments and a feedback
forms. Furthermore, the last three newletters @gedt to presenting achievements per each
major component of the ACTIBIO prototype, the pibgiplications as well as final results
stemming from the pilots.

The T' newsletter introduced the reader to the concet@FIBIO (ACT vity related BIO-
metrics) and addressed the main shortcomings aErubiometric authentication systems
that ACTIBIO aims to alleviate. The ACTIBIO soluticand objectives were presented as
well. The 29 newsletter informed the readers about the worledturing the first year of the
project and about the various disseminations digts/isuch as the participation at ICT 2008
event in Lyon and the organisation of tfEACTIBIO workshop. The major highlight of the
3 newsletter is theLACTIBIO workshop that was held in London at™8f April 2009
jointly with the INFOSECURITY 2009. Further, thegpect's ongoing activities are pre-

2 The last newsletter has been delivered on MontfMaifch 2011), according to the latest versiorhef ACTIBIODOW.
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sented, i.e. the description of the driver pilodl éine progress made regarding each ACTIBIO
module, which approach towards finalisation.

Continuing the dissemination of the ACTIBIO actie# and carried out works, the 4th News-
letter had a multiple target. In particular, bofte tparticipation of ACTIBIO at the SICUR
event was described, and the progress achievetkiddvelopment of all modalities during
the corresponding period. Among others, the fiession of the ACTIBIO video was released
and the initial plans for the G4S pilot have beesadibed. In the same context, in the 5th
Newletter, further major dissemination events, sashhe participation of ACTIBIO at EX-
POSEC 2010, have been included. The descriptidgheofemaining pilot is described, while
the final steps towards the finalization of all ABTO modules have also been illustrated
herein. Finally, in the 6th and last Newletter feed on the final evaluation of the system, as
derived from the pilot scenarios execution. In pakahe participation of the ACTIBIO pro-
ject at the ICT 2010 held in Brussels is illustdat€his newsletter concludes with the presen-
tation of the Business and Exploitation plans, @$gomed by the consortium. The newslet-
ters content can be found in Annex Il of this repo

2.3.4. Video

A video is useful in order to describe the projeabjectives and undergoing work in an un-
derstandable and simple but also detailed way. iwitie video, the ACTIBIO modules are

demonstrated and their comparative benefits areenindd. The goals of the video are to
reach the public in a more direct way and providegaate explanations for the ACTIBIO

intentions, concepts and development. Althought#éinget group of the video is mainly the

wider public, the modules are explained in a sidfitly scientific way in order to attract the

interest of the scientific community as well.

The ACTIBIO video has been updated to its finakian. The duration of the video is about 9
minutes, which is sufficient to cover the importéopics and issues of the ACTIBIO without
fatiguing the viewer. The speaker’s text, as welsame snapshots of the final version of the
video are presented IANNEX IV ACTIBIO videos'. In the same Annex a series of
other videos recorded for the disseminating the BID technologies and knowledge at
seminars, exhibitions, conferences and other evevs been presented.

As planned the video has been presented to akgisjevents, exhibition stands etc and is
available at the ACTIBIO website. Furthermore, dea including a short discussion of one
of the ACTIBIO researchers regarding the activélated module can be found in YouTube
(seehttp://www.youtube.com/watch?v=X2i7mCE7{}iEAdditionaly, a series of further vid-
eos have been prepared within the ACTIBIO projgath as modality-specific, pilot-specific,
scenario-specific, etc for dissemination reasamshik respect they have been projected in the
various events, whereby the ACTIBIO project papated.
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Activity Detgction

Figure 11:ICT Videos Snapshots

2.3.5. User Forum

There is a Discussion Forum, where readers areueaged to post comments or questions.
Answers and alternative views can then be supjbljednyone so that an interesting dialogue
can be developed. The ACTIBIO User Forum was ihytiormed with the members of the
HUMABIO user forum. Further members were added#&Rorum during the participation of
ACTIBIO to various events, such as the ICT eventsyion in 2008 (see below, section 2.2.6)
and Brussels 2010.

The main objective of the ACTIBIO User Forum waddan a group of stakeholders in the
area of biometrics, high security areas and vehiaéc., directly connected with the ACTI-
BIO project. By becoming an ACTIBIO Forum membemsmne could benefit by being in-
formed about the latest projects results. The Nettesk of the project were sent to the mem-
bers in priority, so that they are the first toupelated on the project’'s news and progress. All
members have received the project’s leaflets arslepm Accordingly, the members of the
Forum were aware in advance compare to anyonesgteenal to the project of the ACTIBIO
innovations. Moreover, they could become a memlbéhe communication server and par-
ticipate in e-discussions as well as receive itoites on ACTIBIO particular dissemination
events.
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2.3.6. Exhibitions/Events

2.3.6.1. ACTIBIO Stand at ICT event 2008 (Lyon)

The ICT event in Lyon was held from 25 to 27 NovemB008. ACTIBIO participated at the
exhibition together with other 4500 delegates magkhre Lyon one of the best-attended ICT
Events ever. The ICT event is organised by the i@an Commission and is one of the
Europe’s biggest research events for informatich @mmunication technologies. ACTIBIO
was present with a stand jointly with the HUMABI@ject (see Figure below).

Figure 12: Photos from ICT event in Lyon, the ACTIBIO-HUMABI§tand

The main objective of the participation at this iexion was to disseminate the ACTIBIO
project’s concept and innovative results to a wide@mmunity of potential users and stake-
holders and to demonstrate several achievemente ohathg the first months of the project.
Visitors of the stand could actively participatetivo running demos. Initially, they could ex-
perience the use of the Enobio sensor and to kesttiae EEG/ECG authentication system.
During this demonstration, visitors were able te ggaphically their own heart beat rate
(ECG), brain electrical activity (EEG), and eye raments (EOG), measured using a wireless
hat. In addition a preliminary prototype for cajgrthe subject activity, recognising the ac-
tivity and authenticating the subject based onrédoegnized activity was demonstrated. This
way the potential of the proposed novel approach prasented. The objective of the ACTI-
BIO exhibition was to familiarize the visitors withe idea of analysing human responses for
security related identification purposes as oppdsetthe conventional exploitation of static
biometric physiological and behavioural features.

2.3.6.2. ACTIBIO Stand at ICT Event 2010 (Brussels)

ACTIBIO was present with a stand in the ICT Evefi@, held in Brussels on September
27th-29th. Next figure presents some photos froenI@il' event, where the visitors had the
chance to interact with the ACTIBIO demonstrations.
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Figure 13: Photos from ICT event in Brussels, the ACTIBIO stamd participants interacting with the system

In addition to the demos, at the ACTIBIO stand,esal/posters with information relevant to
the project were visible and leaflets were avaddik visitors and the project webpage was
promoted by the exhibitors (STARLAB and CERTH/ITdrfnes). Furthermore, in the exhibi-

tion, the visitors were able to try the followin@AIBIO prototypes:

o The multimodal activity related authentication miedu

EEG-ECG Activity related Facial dynamics
authentication authentication authentication
FUSION

AUTHENTICATION
DECISION

Figure 14: ACTIBIO multimodal authentication system demongtdato ICT visitors in Brussels.
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o The workplace gait authentication module.

“Workplace gait authentication module”
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Figure 15: ACTIBIO workplace authentication system using gaithentication module.
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0 The abnormal event detection module.

“Abnormal event detection module”

el ) Alarms

L et AL
AcTIBIO

Abnormal activities;

Me Face
Hands up (espacialy fof debeer ploty 1w faces Yawning Blinking
- g
o T

s The systemn detects situations and movernents that stnply that the user is in danger,
e.g. raising hands. The systern triggers an alarm.

o The usger 15 able to trigger a silent alarm by performing a combination of specific
movernents (e.g. eyes blinking and raising hands) when hefshe iz threatened by a

third person (ie criminaly, The systern detects the user’s movermnent pattern and
triggers the alarm in the control centre.

Visual impact ensured hy:

- Wigitors as test subjects,
- Security aler implementation as an outcome of the abnommal event detection system

Many key stakeholders (biometric providers, vendkey managers, security experts, etc) as
well as end-users from various domains tested tii@erecognition system (via live enrol-
ment to the local system database) and expressédptisitive opinion for the implemented
system. The main objective of the exhibition wasgptomote the innovative results of the
ACTIBIO project to a wider community of potentiasers, and to provide a basis for future
challenges in the ICT domain. In addition to th@emmental demonstrators, project leaflets
were distributed that were specifically designermtiie event.

2.3.6.3. ACTIBIO at EXPOSEC 2010 (Athens)

ACTIBIO was present at the 9th Exposec ExhibitiBrpoSec is an annual Security Confer-
ence and Exhibition staged in Athens since 2008jng to examine the most recent views,
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findings and technologies regarding security anf@tgassues. It is the first international
event of its kind in Greece.

Over 600 key stakeholders participated at the evadal and international sponsor compa-
nies that are active in the production and distrdruof high-tech security equipment and sys-
tems, as well as integrated security serviceserfitids of personal security, safety of build-
ings, aviation, airport and maritime security, sagwf information, telecommunications and
electronic transactions, as well as public safeitjonal and regional security, and national
defence were hosted.

Jointly to the exhibition the ExpoSec Conferenaktplace, where prominent political speak-
ers and security experts from Greece and abroad asted. The audience consisted primar-
ily of top executives and officers from public apdvate security organizations that are re-
sponsible for the formulation and implementatiorazal, national and regional security pol-
icy, as well as for the provision of state-of-thré-@quipment that may serve the quality stan-
dards and security objectives dictated by curneternational conditions. On Wednesday 17th
March, a session of the conference was dedicat&dey Technologies & Security Applica-
tions”, where the issue of biometrics was addressed

During the event ACTIBIO distributed numerous le&dlinforming the visitors about the pro-
ject, its concept, goals and outcomes. It was aflthe visitors who demonstrated their inter-
est in the ACTIBIO project.

< m Iﬂiﬂ 1

Sssi 5i
|
~

\

Figure 16: Photos from EXPOSEC exhibition in Athens, the ACIOBstand

2.3.6.4. ACTIBIO at “SICUR” event 2010 (Madrid)

ACTIBIO participated with a booth at the exhibitiohthe “SICUR” security event (SICUR-
International Security Safety and Fire Exhibitiowjich was held from 2 to 5 March 2010 in
Madrid, Spain.

SICUR aimed to bring together the Security sectidin an integral focus: health and safety at
work, protection against acts of aggression, tlewgmtion of fire and any type of emergency
situation, as well as the prevention of the differasks. It is a security event in the widest
sense of the word, both public and private. It isa@le meeting point for innovation, new
products and market agents. It belongs to the sigstficant of all the security sector trade
events held in Spain and thus ACTIBIO participatwas a very good opportunity to make
ACTIBIO system known to the public.
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Figure 17: Photos from the SICUR event in Madrid, the ACTIBitand

2.3.7. Press release

An article about the ACTIBIO project was publishiedone of the biggest national newspa-
pers in Greece (Kathimerini) on 1®f March 2009. The coordinator of the project degd
the concept and the objectives of the project, @t ag the novelties that the project brings in
security infrastructures and safety enhancemer.afticle can be found in the Annex V.

Furthermore, an article about the novel biometnas published in QUO (June 2009), which
iIs a monthly Spanish language magazine that inf@iasit science through thinking and en-
tertainment. The article entitled “Carne de Ideadit refers to biometrics that are utilised

within ACTIBIO, making this way known to the genkpablic the innovations concerning
biometrics.

=

i A
LrE

Tz NN

Carmede
identidad
b ek Ao o

sonbéo queemite taokoinbemo. Cozla
meeda dlometria ke DM 25 b progis ceerpo

Figure 18: Novel biometrics is presented in the QUO magaz#seied at June 2009.
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2.4 Overall Dissemination activities - Summary

The following table summarises the disseminatidiviies of the ACTIBIO project that have
been taken place for the whole project lifetime.

Table 5: Summary of dissemination activities

Dissemination action Number/Type

Conferences 42

Articles published in Journals 11

Chapters in books 7

ACTIBIO Workshop 1

Press release 2

Events Seminar at Dept of Neurophysiology of

University Campus Bio-Medico, Rome, IT
Project presentation at EuroTRUSTAmMI'0
Sophia-Antipolis, FR

ACTIBIO and HUMABIO technical
achievements demonstration + project prgs-
entations at the ICT Event in Lyon, FR
Seminar at Dept of Neurophysiology of
University Campus Bio-Medico, Rome enfi-
tled “Automatic recognition through soft apd
behavioural biometrics; ethical, policy ang
anthropological problems”.

Participation of the ACTIBIO coordinator,
Dr. Tzovaras, to the RISE workshop on
“Ethical and Policy Implications of Global
Mobility and Security” in Brussels.
Key-note presentation “ACTIBIO, Privacy
Protecting Biometric Authentication
Schemes”, held by ACTIBIO’s coordinato
Dr. Tzovaras at European Commission / PG
Information Society and Media, ICT for
Trust and Security Unit, Brussels.
ACTIBIO technical achievements demon-
stration + project presentations at the ICT|
Event in Brussels, BG

ACTIBIO technical achievements demon-
stration + project presentations at the SIQUR
event in Madrid, SP

ACTIBIO technical achievements demon-
stration + project presentations at the EX-
POSEC Event in Athens, GR

OJ

3 There are pending press releases at least fok@exespapers, where the achievements made durifigBAQ will be
presented to the public. These releases will beaggd to the ACTIBIO web site, which will be activdemst for 1 year
after the end of the project.
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3. Future plans

Previous sections presented in details the a&s/iind the dissemination channels used
within ACTIBIO to raise the public awareness for ABIO project and the biometrics in
general. Although the ACTIBIO project has propergached its finalization (month 37),
there are still some issues regarding its dissdiomahat either are pending or will be kept
updated for a period hereafter. For instance, theeestill a couple of papers submitted for
publication in either journals/books or conferenaelich have been already accepted, while
some others are currently under review. Moreovdras been agreed that the ACTIBIO site
on the internet will remain active and continuouspported and updated for the next year (at
least). Last but not least, the improvements peréal regarding both the individual and the
joint exploitation plans, illustrated in the finatrsion of Deliverable D9.5Final plan for the
use and dissemination of foreground

3.1 Conferences/Journal publications (pending)

In addition to large amount of already publishedaocepted for publication paper produced
as a dissemination of the technologies developé¢kirwthe ACTIBIO project, there is still
quite a number of publications pending for acceggariew of them are listed below, while
each accepted paper will be added in the ACTIBEl&s in due time.

1. A. Drosou, D. loannidis, K. Moustakas, D. Tzovar&patiotemporal analysis of hu-
man activities for biometric authentication”, ElgsvJournal of Computer Vision and
Image Understanding (CVIU), submitted for publioati

2. A. Drosou, G. Stavropoulos, D. loannidis, K. Mokstsy D. Tzovaras, ), "Unobtru-
sive multi-modal Biometric Recognition ApproachngsiActivity-related Signatures”,
in IET Comput. Vis.submitted for publication

3. A.Drosou, D.loannidis, K.Moustakas, D.Tzovaras, tidity related biometric authen-
tication using Spherical Harmonics”, in Proc. ofidnternational Workshop on Com-
puter Vision for Computer Games (CVPR 2011)., 2014 appear.

4. *Visual Recognition of Events and Activities basadMotion Energy Mass and An-
gular Transform”, Applied Artificial Intelligenceodirnal, submitted.

3.2 Book publication created during project lifetime

Under the framework of the ACTIBIO project a booltlming the basic knowledge upon
new biometric technologies and providing a refl@eton its societal impact has been pre-
pared. The book was entitled “Second GeneratiomBtdcs” and it has been sent to Springer
Publishing Company within February 2010. Editors Bmilio Mordini (CSSC) and Dimit-
rios Tzovaras (CERTH/ITI). The book comprises 1@ptkrs, which are divided in three sec-
tions. Most of the chapters have been preparetiddACTIBIO partners.
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3.3 Website Update

Although the website has reached its final forrmbw, there are some parts of it that are and
will be consistently updated. The later results ardis will be uploaded on the website in
order to keep the readers informed. This way asyori (expert or not) will be able to follow
the research progress of the ACTIBIO project.
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4. Conclusions

This deliverable forms the final sketch for thedoep regarding raising public participation
and awareness considering aspects related to gandescience as well as society. In the cur-
rent document, the implemented, as well as thédorhing actions to achieve this have been
depicted and analysed.

Summarising, the dissemination record of the addeactivities include the presentation and
publication of 42 papers at conferences all overvilorld, 9 scientific articles, 4 book chap-
ters, two appearances to popular press, orgamsafi@eminar, participation at exhibitions
and scientific events. Thé' ACTIBIO workshop contributed significantly to tierther pub-
licity and awareness of the project. Furthermadne, ACTIBIO video has been presented as
well some additional videos made for the variousnés in which ACTIBIO participated. Fur-
thermore, the project’s leaflets and posters wéssethinated to interested people and stake-
holders mainly through the conferences, workshaps @her dissemination channels that
each partner or the ACTIBIO as a consortium pardied. Finally, the website was created
from the beginning of the project and has beenicoausly updated ever since.

The research carried out in ACTIBIO has constahtlyught new results and achievements,
that have been widely disseminated through thesafentioned activities of the project. This
document includes additionally an outline of théattes that are planned to carry on after
the projects end, so as to reach the planned disagom goals, that include the exploitation
plans (D.9.4.) and the site’s update. The disseimmaecord will continue to be updated.

Through the participation at the conferences artieavarious scientific events, the organisa-
tion of the ACTIBIO workshop as well as the ACTIBMebsite, ACTIBIO has reached the
scientific community as well as the general pullionsequently, it can be concluded that the
assessment of the impact of the realised disseimmattivities to the project’s target groups
is positive.
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6. Annexes

6.1 ANNEX | Presentation of the seminar at Dept of Neur  ophysiology of Uni-
versity Campus Bio-Medico
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6.2 ANNEX Il 1% ACTIBIO Workshop invitation
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6.3 ANNEX Il ACTIBIO newsletters
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6.4 ANNEX IV ACTIBIO videos

Text Video scenes

ACTIBIO is a research project co-funded by the Euro

pean Commission under the 7th Framework Pro-
gramme and the Information and Communication
Technologies. ACTIBIO is coordinated by the Infor-

matics and Telematics Institute of the Centre of Re
search and Technology Hellas. The ACTIBIO consor-
tium comprises 11 partners of high expertise ffom
around Europe.

As our society becomes electronically connected to
form one big global community, it has become neges-
sary to carry out reliable person recognition, rofte-
motely and through automatic means. Surrogate +epre
sentations of identity such as passwords and cawds
longer suffice.

The requirement of higher safety in the work enwiro
ment has become more essential. The challenge has
been how to let the right people in while keepimg t
wrong people out reliably, using minimally obtrusiv
processes.

ACTIBIO presents novel biometrics based on actiyity
occurring during work. It has researched and degvel-
oped a completely new concept in biometric authenti

cation. Within ACTIBIO biometric signatures are ex-

tracted based on the user’s response to spedifialst
which are generated by the environment, while [the
user is performing everyday tasks, without a specif
protocol and optimally unobtrusive. The goal was to
integrate biometric technologies in AmI (Ambient |n
telligence) security infrastructures, in order tgpgort
continuous authentication and monitoring, and thus
improve security and trust. 1
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ACTIBIO targets a multimodal approach fusing
formation from various sensors capturing the dyma
behavioural profile of the user and the physiolal

n_
mi

response of the user to events. ACTIBIO comprises 7
modules. 6 of them constitute the core system &ad d

rive biodynamic signatures, while soft biometrice @
used during continuous monitoring for triggering th

core system when changes in soft biometric trdits o

the users are detected, which can imply that tlee
has changed. In detail:

us

a) Human gait has recently received growing inte
for authentication purposes. The potentiality adnt-
fying persons from a distance, by the way they w
has rendered human gait a very attractive and [srG
ing biometric. Over existing biometrics, gait odhe
advantage of unobtrusive, transparent and on
move authentication of the user. It requires nor
interaction and it is difficult to fake. ACTIBIO rtgets
to exploit gait authentication potential and conebin
with other unobtrusive modalities.

res

alk
mi

the-
Ise

b) Every person has its own personal way of mo
while performing everyday activities: This spedifjc
of the way performing everyday actions has high
tential for dynamic authentication. The ACTIB
module for dynamic authentication requires track
the body pose and motion parameters from unol
sive cameras observing the subject at work. The
rameters extracted from the camera analysis are
pletely neutral (not images, just positions andtém-
poral evolution of the angular parameters relabeithé
body pose). This way, subjects can be authentic
just by the way they type or answer the phone
whatever they naturally do at their workplace). bn
trusiveness has two advantages: the subject nexc
to be bored with specific requirements of secusity-

ing

po-
O
ing
htru-
pa-
com

ated
(or

[@)]

sSn

tems and the system can perform authentication when

ever needed, making it difficult for an impostor
know when to deceive the system.

to

c) The electroencephalogram and the electroca
gram authentication modules are based on the H
BIO sensor developed by Starlab. This device isrw
able, resilient to motion artefacts and wirelessthH
brain and heart activity are recorded and therstrai
ted wirelessly to a computer for further process
ENOBIO is ideal for the scenarios explored wit
ACTIBIO, where the subject is free to perform 3
action in his work environment office or vehicle ilgh

rdio-
NO-
ea

ng
Nin
Iny

being authenticated.
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Moreover, these signals have been proved to beuaniq
and very hard to fake. These facts make electrophys

logical signals very well suited for biometric poges.

d) The sensing glove is realized by the integratibn
conductive elastomer sensors into an elastic fabric
The material shows piezoresistive properties.gts-
sible to associate the sensor status to paranreters
lated to user’s hand movements and to recognize a
discrete set of positions during user movements.

()

e) With the same piezoresistive technology, Unier
of Pisa designed a sensing seat developed to abta
continuous authentication, without interfering wikie
user actions and according to the detection ofgred
fined events. The authentication task is perforimged
a personal and event-related classifier trainethdur
enrolment.

=]

Prof. Jean-Luc Dugelay is talking about facial betm
rics.

Within ACTIBIO the tomofaces algorithm has been
implemented to address facial dynamics. The tomo

face module summarises the head appearance along

the video sequence into a single image called the X
ray image. It is an interesting technique, asdsube
edges to compute the face signature and thusnore
robust to illumination changes

Within ACTIBIO the role of soft biometrics module
has be twofold: (a) it has complement the identity
formation provided by the primary biometrics id@nti
ers improving this way the authentication accuracy
and (b) it supports the continuous monitoring. When
the soft biometric module detects any key alteratio
in the user’s traits it will trigger the authentica sys-
tem to start a re-authentication procedure
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Three pilot applications have been designed to deimo
strate the modularity and test the applicabilitytiod
ACTIBIO system in various environments:

e The driver pilot: the system continuously au-
thenticates the driver of a vehicle in order toverd
hijacking and other criminal activities.

« Fixed seat user in the office: the system gon-
tinuously authenticates and monitors equipmentasper
tors in high security environments. The user i abl
move freely hands head and body while seated.

* Fixed workspace: The users have greater free-
dom of movement. They can move around in a spe-
cific workspace.

e Our vision is to create a secure work envirpn-
ment. ACTIBIO promises safety and privacy with a
user-centric approach.

e ACTIBIO has been present with a stand in {the
ICT Event 2010. During ICT demonstration the fixed
seat pilot scenario has been exhibited via live aem
stration and the corresponding video clip. All vaden
the exhibition have been enhanced by an avatar| that
ideally undergoes all pilot cases.

e ACTIBIO has been present with a stand in {the
ICT Event 2010. During ICT demonstration the vehi-
cle pilot scenario has been exhibited via the eqrre
sponding video clip. Abnormal activity detection gi
ther in facial grimaces or in body movements is-gon
stantly monitored.
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* ACTIBIO has been present with a stand in

the

ICT Event 2010. During ICT demonstration the work-

place pilot scenario has been exhibited via theeeq
sponding video clip. Two major body dynamics
combined in the current scenario (i.e. gait & atfjv
towards granting access to the users.

DI
are
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6.5 ANNEX V Press release in national Newspaper
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